
ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

቟ሐا୸ୗاހߗں ౘፀጴގޓ (Machine Learning) ᅺᅬਧਞا ڞٰࠇࠋ أߌٔߌںٔت
቟ሐا୸ୗاހߗں واਦਞގޓ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء (MSCS640)

ۯޭژٔب ֑ᠾ֏ٔژ ୶ଢ଼ٰਛਗا د.
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

ڑٔت اస఼ాۇߵ
(DL) اހٰޑںޞ واހۇٰࠇࠋ (ML) ᅺᅬਧਞا وڞٰࠇࠋ (AI) ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء 1

اਦਞߌٔߌںܽ (ML) ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ٔذج 2

ا࿥ྐྵภฏߗںܽ (ML) ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ٔذج ཬٔڎ౐ౕت 3

ౘፀጴގޓ اހۇۼںࢤࢿ ގۼ࿥ྼٔ߁ 4

቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ (ML) ᅺᅬਧਞا ڞٰࠇࠋ ษ༆ۛڑٔت 5

৙ৈᇔᆳ ގྟັوع 6
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

I ގۼۛގܽ

اހ۽޾ݺ أܾۛاف
.቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ୸ଢ଼ా఼స (Machine Learning (ML)) ᅺᅬਧਞا ڞٰࠇࠋ ܘߵل اਦਞߌٔߌںܽ ܽ۰ޭٰਛਗا اހ۽޾ݺ ܾۚا ڑߵ۰ޭ

اހٰޑںޞ واހۇٰࠇࠋ ،(Machine Learning (ML)) ᅺᅬਧਞا وڞٰࠇࠋ ،(Artificial Intelligence (AI)) ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ෡ෆژ ୶୐اࣇࣥࣳں
.(Deep Learning (DL))

وߏہܹ ،(Unsupervised) ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧو ،(Supervised) ౔ፀጴྔັاف ا઒࡚ٔ޷٢ اހۇٰࠇࠋ اਦਞߌٔߌںܽ: اࣇ࣢ࣳٔذج اߌۇݪߚٔف
.(Reinforcement Learning) اਛਗٰޫز واހۇٰࠇࠋ ،(Semi-supervised) ౔ፀጴྔັاف ا઒࡚ٔ޷٢

.(Neural Networks) اހٰ޾࿬ںܽ اހߚہჱ჊ت ቙ቌإ (Random Forest) ܽ੐೻اހٰߚߵا اހ٫ٔژܽ ގޓ ا࿥ྐྵภฏߗںܽ: اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت ڞٰࠇࠋ
اހٰޑݺ ୸୐وߌ ،(Evaluation Metrics) اހۇۼںࢤࢿ ގۼ࿥ྼٔ߁ ،(Feature Engineering) ا୶୐ਛਗات ܾۄۛߌܽ اހٰޑކںܽ: ഫഈߵاગ࡚ا إڞۼٔن

.(Workflow)
Adversarial) اਛਗ޼ٔدة واணடܭޑٔت ،(Encryption) ୸୐ߚ۽࿲اހ ،(Imbalanced data) اਛਗۇߵازڛܽ ୸୐ཧ اހہںٔڛٔت اހۇཿۛڑٔت: ܽગٰ࡚ٔގ

.(attacks
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

ڑٔت اస఼ాۇߵ
(DL) اހٰޑںޞ واހۇٰࠇࠋ (ML) ᅺᅬਧਞا وڞٰࠇࠋ (AI) ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء 1

اਦਞߌٔߌںܽ (ML) ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ٔذج 2

ا࿥ྐྵภฏߗںܽ (ML) ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ٔذج ཬٔڎ౐ౕت 3

ౘፀጴގޓ اހۇۼںࢤࢿ ގۼ࿥ྼٔ߁ 4

቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ (ML) ᅺᅬਧਞا ڞٰࠇࠋ ษ༆ۛڑٔت 5

৙ৈᇔᆳ ގྟັوع 6
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(DL) اހٰޑںޞ واހۇٰࠇࠋ (ML) ᅺᅬਧਞا وڞٰࠇࠋ (AI) ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ڑ۽ٔت ڞٰޭ

ᅺᅬਧਞا ڞٰࠇࠋ ގޓ ฆ෯ء (DL) اހٰޑںޞ اހۇٰࠇࠋ اணடޭގںܽ: اހ౐ٰౕۯܽ :წ჊ߏ
.(AI) ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ގޓ ฆ෯ء (ML) ᅺᅬਧਞا ڞٰࠇࠋ و ،(ML)

:(Artificial Intelligence (AI)) ᇐᆺׅܪݘصঔএا اၢဋჱოء
ًٔမັພຄ ً ذჱႚء ੝ഋߧކڂ ጨᖈٔم ڞߪدي آਣਞت إଽଦٔء اਦਞوߌ٢. اూ఼సٔل

اހہྮັي). اਢਞدراك اހۼޭار، اศ༆ٔذ (ގۉݺ
ގޓ ቟቉ޭ۰ ܘۼݺ :(Machine Learning (ML)) ძოঘএا ؏סݸݼ
৓ৈཬ اހۼۛرة اހᇔᆍہںߵࠦࡂ أܜ݀ޫة ௠௄ۄ܇ .(AI) ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء

ۛอ༆ .༃຃๤ཛྷ ႟ၽ૰૖ ؇ዛው෠੼ߓߵ ّࡤࡲ أن دون اܳٴ٭؇َ؇ت ݆݁ اܳٺأ޺޾
࿯࿉ہߪات. ހٰޑݺ ا௠௎ਦਞٔط ا઒࡚ߵارزގںٔت

቟቉ޭ۰ ܘۼݺ :(Deep Learning (DL)) ا۱ס܂ث܏ ا۱ظסݸݼ
؜ݱྟ٭۰ ނٴႤၽت ଺ଜۇཾۛم .(ML) ᅺᅬਧਞا ڞٰࠇࠋ ގޓ ގۇܨ޾޴
ߤہۼٔت ذات (artificial neural networks) اݬޚٷ؇؜٭۰
୸୐ཧ اހہںٔڛٔت ቟ሺ ގٰۼۛة أ௠௎ٔط ৓ৈཬ ጺጴٰۉߵر ("ᇔᆳںۼܽ") णँۛཬة
واހۄ޾ߵص. اހ޾ߵر ގۉݺ (unstructured data) ᅺლ჊݀ںਛਗا
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(1/3) ڞۼںࢤࢿ :1 ဋྜاހۼ

1 اހߗߪال
أ۰޼ݺ؟ წ჊ଽଣ (DL) اހٰޑںޞ اހۇٰࠇࠋ و (ML) ᅺᅬਧਞا ڞٰࠇࠋ و (AI) ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ෡ෆژ اހ౐ٰౕۯܽ ڑ޾ۥ ৙ৈڑ ٔᇦᇥ أي

੗ഋંੳߧܽ. ୸୐ཧو ᅺᅲގۄ۽޾ ਣਞٔอૉت ڡ౐ౕڡܽ ቟ቐ أ.
.(Machine Learning) ᅺᅬਧਞا ڞٰࠇࠋ ގޓ ٩ޭ۰ںܽ ܽཬߵᇔ஫஥ ܾߵ (AI) ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ب.

اჱႚᆀᅬء ގޓ ٩ޭ۰ںܽ ܽཬߵᇔ஫஥ ܾߵ واᆀᅬي ،(Machine Learning) ᅺᅬਧਞا ڞٰࠇࠋ ގޓ ٩ޭ۰ںܽ ܽཬߵᇔ஫஥ ܾߵ (Deep Learning) اހٰޑںޞ اހۇٰࠇࠋ ج.
.(AI) ቟቉ٔ޹ߧۄਣਞا

اਛਗۄߧޞ. (AI) ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ଺ଜۇཾۛم ࿥࿃ۄޑٔ اހٰ޾࿬ںܽ، اހߚہჱ჊ت (Machine Learning) ᅺᅬਧਞا ڞٰࠇࠋ ଺ଜۇཾۛم د.
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

اਢਞིٔژܽ - (1/3) ڞۼںࢤࢿ :1 ဋྜاހۼ
1 اހߗߪال

أ۰޼ݺ؟ წ჊ଽଣ (DL) اހٰޑںޞ اހۇٰࠇࠋ و (ML) ᅺᅬਧਞا ڞٰࠇࠋ و (AI) ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ෡ෆژ اހ౐ٰౕۯܽ ڑ޾ۥ ৙ৈڑ ٔᇦᇥ أي
੗ഋંੳߧܽ. ୸୐ཧو ᅺᅲގۄ۽޾ ਣਞٔอૉت ڡ౐ౕڡܽ ቟ቐ أ.

.(Machine Learning) ᅺᅬਧਞا ڞٰࠇࠋ ގޓ ٩ޭ۰ںܽ ܽཬߵᇔ஫஥ ܾߵ (AI) ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ب.
اჱႚᆀᅬء ގޓ ٩ޭ۰ںܽ ܽཬߵᇔ஫஥ ܾߵ واᆀᅬي ،(Machine Learning) ᅺᅬਧਞا ڞٰࠇࠋ ގޓ ٩ޭ۰ںܽ ܽཬߵᇔ஫஥ ܾߵ (Deep Learning) اހٰޑںޞ اހۇٰࠇࠋ ج.

(3) .(AI) ቟቉ٔ޹ߧۄਣਞا
اਛਗۄߧޞ. (AI) ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ଺ଜۇཾۛم ࿥࿃ۄޑٔ اހٰ޾࿬ںܽ، اހߚہჱ჊ت (Machine Learning) ᅺᅬਧਞا ڞٰࠇࠋ ଺ଜۇཾۛم د.

اހྟັح
ގޓ اހۇٰࠇࠋ ڑۼܽ ߤޭ ቟ቐ (ML) ᅺᅬਧਞا ڞٰࠇࠋ اހߵاߌٰܽ. ᅺᅲߦਛਗا ܾߵ (AI) ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ،(Venn diagram) ۰ޓ ศૉߧߡ ቟ሺ ཐގߵࣂ ܾߵ ᄫᄝჽ

.(ML) ᅺᅬਧਞا ڞٰࠇࠋ دا཭ݺ اހٰ޾࿬ںܽ اހߚہჱ჊ت ଺଩ۇཾۛم ގۇܨ޾޾ܽ ڞۼۄںܽ ቟ቐ (DL) اހٰޑںޞ اހۇٰࠇࠋ و .(AI) ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء دا཭ݺ اހہںٔڛٔت
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(2/3) ڞۼںࢤࢿ :1 ဋྜاހۼ

2 اހߗߪال
Machine)؟ Learning) ᅺᅬਧਞا ڞٰࠇࠋ ڞٰޭف ๮๓اހ اਦਞߌٔߌںܽ ا઒࡚ٔ޹ںܽ ቟ቐ ގٔ

ڑߵ. ߌ࿥ۄٔر წ჊ހ ܽษ໹ັྩ ܽอૉࠠࡂ ੝೾ߧކڂ أ.
.ܽ੐೻ંੳ ୸୐ཧ ੐അٔڛٔت ৓ৈཬ ࿯࿉ہߪات ހٰޑݺ اހہںٔڛٔت ގޓ ا௠௎ਦਞٔط ੝೾ٰࠇࠋ ب.

واހ޾ߵت. اހ޾ߵر ގ٢ ۰ۼߡ ڑٰޑݺ ج.
اހٰ޾࿬ںܽ. ا౐઒ౕ࡚ڑٔ ژٔߌۇཾۛام اހ࿬ྟັي اᆁᅬގٔغ ቟ᇫٔษ໹ د.
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

اਢਞིٔژܽ - (2/3) ڞۼںࢤࢿ :1 ဋྜاހۼ

2 اހߗߪال
Machine)؟ Learning) ᅺᅬਧਞا ڞٰࠇࠋ ڞٰޭف ๮๓اހ اਦਞߌٔߌںܽ ا઒࡚ٔ޹ںܽ ቟ቐ ގٔ

ڑߵ. ߌ࿥ۄٔر წ჊ހ ܽษ໹ັྩ ܽอૉࠠࡂ ੝೾ߧކڂ أ.
(3) .ܽ੐೻ંੳ ୸୐ཧ ੐അٔڛٔت ৓ৈཬ ࿯࿉ہߪات ހٰޑݺ اހہںٔڛٔت ގޓ ا௠௎ਦਞٔط ੝೾ٰࠇࠋ ب.

واހ޾ߵت. اހ޾ߵر ގ٢ ۰ۼߡ ڑٰޑݺ ج.
اހٰ޾࿬ںܽ. ا౐઒ౕ࡚ڑٔ ژٔߌۇཾۛام اހ࿬ྟັي اᆁᅬގٔغ ቟ᇫٔษ໹ د.

اހྟັح
.པႃ୸ୗގ ژߵاߌߧܽ ޹ٔرم წ჊ଽଣ ގߚ۽ޭة ۛཬۯߵا وܜߵد ގޓ ً ਣਞणई اހہںٔڛٔت ގޓ ۛཬاހۼߵا ڞٰࠇࠋ ৓ৈཬ ژۼۛرڞܹ (ML) ᅺᅬਧਞا ڞٰࠇࠋ ڑُٰޭف
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(3/3) ڞۼںࢤࢿ :1 ဋྜاހۼ

3 اހߗߪال
اހہںٔڛٔت؟ ގޓ ڛߵع ਦਞي ཭ٔص წ჊ଽଣ ۰ٰٔل (Deep Learning) اހٰޑںޞ اހۇٰࠇࠋ

اހ࿬ߗںߧܽ. اހہںٔڛٔت ིۛاول أ.
واހۄ޴. واހ޾ߵت اހ޾ߵر ގۉݺ (unstructured data) ᅺლ჊݀ںਛਗا ୸୐ཧ اހہںٔڛٔت ب.

.ᅺᅲاހۼކں ا୶୐ਛਗات ذات اހ޾୸୐٫ة اހہںٔڛٔت ᇔ஫஥ߵཬٔت ج.
.(Linear regression) ا઒࡚ߧࠃ اษ༃ਣਞۛار წႚٔގߚ د.
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

اਢਞིٔژܽ - (3/3) ڞۼںࢤࢿ :1 ဋྜاހۼ

3 اހߗߪال
اހہںٔڛٔت؟ ގޓ ڛߵع ਦਞي ཭ٔص წ჊ଽଣ ۰ٰٔل (Deep Learning) اހٰޑںޞ اހۇٰࠇࠋ

اހ࿬ߗںߧܽ. اހہںٔڛٔت ིۛاول أ.
(3) واހۄ޴. واހ޾ߵت اހ޾ߵر ގۉݺ (unstructured data) ᅺლ჊݀ںਛਗا ୸୐ཧ اހہںٔڛٔت ب.

.ᅺᅲاހۼކں ا୶୐ਛਗات ذات اހ޾୸୐٫ة اހہںٔڛٔت ᇔ஫஥ߵཬٔت ج.
.(Linear regression) ا઒࡚ߧࠃ اษ༃ਣਞۛار წႚٔގߚ د.

اހྟັح
اਦਞژٰٔد وཬٔހںܽ اਛਗٰۼۛة اހہںٔڛٔت ގޓ ًٔ੐೻ٔڞކۼ ا୶୐ਛਗات ژٔߌۇܨޭاج (Deep Learning) اހٰޑںޞ اހۇٰࠇࠋ ހߚہჱ჊ت اހߧہۼٔت ގۇٰۛد წ჊ںணடا ଺ଜޑ܇

.ᅺლ჊݀ںਛਗا ୸୐ཧو
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

ڑٔت اస఼ాۇߵ
(DL) اހٰޑںޞ واހۇٰࠇࠋ (ML) ᅺᅬਧਞا وڞٰࠇࠋ (AI) ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء 1

اਦਞߌٔߌںܽ (ML) ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ٔذج 2

ا࿥ྐྵภฏߗںܽ (ML) ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ٔذج ཬٔڎ౐ౕت 3

ౘፀጴގޓ اހۇۼںࢤࢿ ގۼ࿥ྼٔ߁ 4

቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ (ML) ᅺᅬਧਞا ڞٰࠇࠋ ษ༆ۛڑٔت 5

৙ৈᇔᆳ ގྟັوع 6
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(Unsupervised) ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧ ގۼٔژݺ (Supervised) ౔ፀጴྔັاف ا઒࡚ٔ޷٢ اހۇٰࠇࠋ

(Unsupervised Learning) ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧ اހۇٰࠇࠋ
(ژ౐ਛਗౕٔܘߦܽ)

اჱႚᆀᅬء ڑۼߵم ଺଩ޑںٔت. णईون ا઒࡚ٔم اހہںٔڛٔت ڞ٫ۚڑܽ اঌঈٮڱݦم:
اހۼࢤࢿ وᏏࠠࡂاز اހ࿲ߚٔژܹ أوིܹ ౺಩಼ޑں٢ (AI) ቟቉ٔ޹ߧۄਣਞا

.(outliers) اਛਗۇߧ۰ޭܽ
(insider threats) اᆁᅬا཭ކںܽ اހणँۛጨጚات ۱ـ: ا١গএܭ۫

ގٰޭو۰ܽ. ୸୐ཧ णँིۛة อซޑٔت ٩ޓ واހہܩٷ

(ژਛਗٔۉٔل) (Supervised Learning) ౔ፀጴྔັاف ا઒࡚ٔ޷٢ اހۇٰࠇࠋ
("ܾۚا (labels) اހ࿲ߗޑںٔت ژٔߌۇཾۛام ဂ๽اހۇۛر اঌঈٮڱݦم:

آގޓ"). "ܾۚا ޷ٔر"، པႃٔࠠࡂڛ
(Malware) اހ޼ٔرة པႃا୸ୗاހ اݘ࿲ߚٔف ۱ـ: ا١গএܭ۫

اਛਗٰޭو۰ܽ. اணடܭޑٔت وڞ޾࿯ںۥ
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

I (Data Preparation Pipeline) اހہںٔڛٔت إཬۛاد أڛ࿥࿃ٔڂ ܗߡ

.ഫ೾اހۇۛر ۯہݺ اހہںٔڛٔت ਗ਼ഋߦںۥ อ໹ڂ ߌ࿥ڷܽ". ศૉޭིٔت ๮๐ٰڞ ߌ࿥ڷܽ "ގ౐཭ౕۛت
(ގۉݺ ۛ཮وا ແྑٔۯں ࿯࿉ߗںޞ ቙ቌإ Cisco) ގۼٔژݺ (Microsoft اఽ఼సۇކ۽ܽ اਦਞدوات ހ٫ٔت ڑݺ ษ༆ߵ :(Normalization) ا۱ظݘزثד 1

.(JSON

in." logged Admin "User: ؏٭ݦل: A اগএداة
Success." Authentication Action: Admin, "Account: ؏٭ݦل: B اগএداة

اܗۇކ۽ٵ إذا .(UTC) ا࿯ਛਗߗޞ اހਛਗٰٔࠃ اހۇߵۯںٵ اਦਞܜ݀ޫة ᇔᇆں٢ ଺଩ۇཾۛم أن อ໹ڂ :(Time Synchronization) ا۱ݦ٠צ ৱ৤اۿصڮ 2
ጺጴ݀ܭߵم. واހۄ࿲ںྃܽ ጺጴߗ࿬ڂ ๮๐ގพฏا اગ࡚ۛول ୸୐ގणऎ ڑࢱࢿ اހߗཬٔٔت،
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

II (Data Preparation Pipeline) اހہںٔڛٔت إཬۛاد أڛ࿥࿃ٔڂ ܗߡ

(Feature Extraction) ا୶୐ਛਗات اߌۇܨޭاج
ڑٔ޷ںٔت. ภฏا ڞ۽݀ދ ٔጨዮإ اހۄ޴. ۯޭاءة ٔጨ጗ݪ௠௄ ਣਞ (Neural Networks) اހٰ޾࿬ںܽ اހߚہჱ჊ت ގۉݺ (AI) ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ௠௎ٔذج

1 = is_failure ا୶୐ਛਗة: → "Status=Fail" ا઒࡚ٔم:
10 = hour ا୶୐ਛਗة: → AM" 10:00" ا઒࡚ٔم:
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

III (Data Preparation Pipeline) اހہںٔڛٔت إཬۛاد أڛ࿥࿃ٔڂ ܗߡ
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(1/2) اހہںٔڛٔت ჱႚٔษૉة :Python

.୸୐ݘہ CSV ގކۥ ܾۚا ߌںݪߵن ܘۼںࡡࡸ، ڑߵ ߌ࿥ۄٔر ቟ሺ ا઒࡚ٔم. اހߗྃݺ ੐അٔڛٔت ᇔ༿༯ںݺ ܾۚه اހـݪߵد ᅺᅲਇয় ቟ᇫٔษ༆
import pandas as pd
import io

# 1. Simulate raw log data (CSV format)
log_data = """timestamp,source_ip,status_code
2025-08-16 10:00:01,192.168.1.10,200
2025-08-16 10:00:05,192.168.1.10,404
2025-08-16 10:00:10,192.168.1.10,404
2025-08-16 10:00:15,10.0.0.5,200
"""

# 2. Load the data into a DataFrame
df = pd.read_csv(io.StringIO(log_data))
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(2/2) (Feature Extraction) ا୶୐ਛਗات اߌۇܨޭاج ގۄߧޞ :Python

.ܽ੗೾ޭጺጴ ୸୐ގۉ ୸୐اހـݪہ اހٰۛد أن ੝೾ٰࠇࠋ أن (AI) ቟቉ٔ޹ߧۄਣਞا ჱႚᆀᎎጴء ௠௄ݪޓ .ແྦྷٔڑ ر ཬۛد ቙ቌإ ا઒࡚ٔم "404" رގߵز ڑݺ ౺ಸ಩ߵ ڛۼߵم ܾۄٔ،
# 3. FEATURE EXTRACTION
# Logic: Group by IP address, count how many '404' errors appear.

features = df.groupby('source_ip')['status_code'].apply(
lambda x: (x == 404).sum()

).reset_index(name='error_count_feature')

print("Data ready for AI Model:")
print(features)

# Output:
# source_ip error_count_feature
# 0 10.0.0.5 0
# 1 192.168.1.10 2
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(Supervised Learning) ౔ፀጴྔັاف ا઒࡚ٔ޷٢ اހۇٰࠇࠋ ৓ৈཬ ཬٔގܽ ڛߦޭة
.ܽཿاހ޾ܩں (labels) اจ෪ਢਞاج ࿲࿃ߗޑںٔت ا౐཭ۛਛਗౕت إۯޭان ڑࢱࢿ ܘںٷ ੐അٔڛٔت ܽཬߵᇔ஫஥ ގޓ ا઒࡚ߵارزގںܽ ੝ഋٰࠇࠋ

.(y) اఽ఼సޭིٔت ቙ቌإ (X) ا౐཭ۛਛਗౕت ގޓ ෡ෆاހۇٰں ڞٰࠇࠋ :(Supervised Machine Learning) ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ᅺᅬਧਞا ڞٰࠇࠋ :წ჊ߏ
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(Supervised Learning) ౔ፀጴྔັاف ا઒࡚ٔ޷٢ اހۇٰࠇࠋ ڛߦٔم

.(Supervised Machine Learning) ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ᅺᅬਧਞا ڞٰࠇࠋ ڛߦٔم ৓ৈཬ ཬٔގܽ ڛߦޭة :წ჊ߏ
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(Classification) اހۇ޾࿯ںۥ اހۇߧہںޞ:

.((malware) ޷ٔرة པႃࠠࡂا ގۼٔژݺ ᇔᇂںۛ (ގۉݺ ᅺᅲގۄ۽޾ ژ۽ڷܽ اހۇ࿯ہߪ

.(Classification Boundary) اހۇ޾࿯ںۥ ཮ۛود :წ჊ߏ .(ML) ᅺᅬਧਞا ڞٰࠇࠋ ڞ޾࿯ںۥ ৓ৈཬ ཬٔގܽ ڛߦޭة :წ჊ߏ
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

ጺጴۇ޾ںۛ (Supervised Classification) ౔ፀጴྔັاف ا઒࡚ٔ޷٢ اހۇ޾࿯ںۥ اހـݪߵد:
وཬۛد (URL) اภฏاژߡ ߤߵل ا୶୐ਛਗات: .(Logistic Regression) ๮๓اހࡇࡗܜߗ اษ༃ਣਞۛار ژٔߌۇཾۛام ଺ଣںߡ (phishing) ڞ޾ںۛ ჱႚߏۥ
ا઒࡚ٔ޹ܽ. اจ෫ਦਞف

1 import numpy as np
2 from sklearn.linear_model import LogisticRegression
3
4 # --- CLASSIFICATION EXAMPLE: Phishing Detection ---
5 # 1. Dataset (Features: [URL Length, Number of '@' symbols])
6 X_train = np.array([
7 [15, 0], [22, 0], [18, 0], # Benign samples
8 [85, 1], [90, 2], [75, 1] # Phishing samples
9 ])

10 # Labels (0: Benign, 1: Phishing)
11 y_train = np.array([0, 0, 0, 1, 1, 1])
12
13 # 2. Train Model
14 clf = LogisticRegression()
15 clf.fit(X_train, y_train)
16
17 # 3. Predict on new data
18 new_email = np.array([[80, 1]]) # A long URL with an '@' symbol
19 prediction = clf.predict(new_email)
20 print(f"Classification Prediction: {prediction[0]} (1=Phishing, 0=Benign)")

96 / 19 2026 أݘۇߵࠠࡂ 8 ౔ፀጴྔັاف ا઒࡚ٔ޷٢ اހۇٰࠇࠋ ௠௎ٔذج



ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(Regression) اษ༃ਣਞۛار اހۇߧہںޞ:

اఽ఼సٔߤޭة). درིܽ (ގۉݺ ގߗۇޑޭة رᇔᆷںܽ ژۼںޑܽ اހۇ࿯ہߪ

ژอ༆ਣਞܾٔٔٔت. ጺጴۇ࿯ہߪ ܗߡ ގ౐ౕءގܽ :წ჊ߏ اษ༃ਣਞۛار. ৓ৈཬ ཬٔގܽ ڛߦޭة :წ჊ߏ
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

اఽ఼సٔߤޭة ᆁᅬرིܽ (Supervised Regression) ౔ፀጴྔັاف ا઒࡚ٔ޷٢ اษ༃ਣਞۛار اހـݪߵد:

.ܽ཮۽ۇߵਛਗا (critical vulnerabilities) ིܽޭઓ࡚ا اਦਞގۄںܽ اހۉ٫ޭات ཬۛد ৓ৈཬ ً ਗ਼അٔء (risk score) اఽ఼సٔߤޭة णईرིܽ اހۇ࿯ہߪ
1 import numpy as np
2 from sklearn.linear_model import LinearRegression
3
4 # --- REGRESSION EXAMPLE: Risk Scoring ---
5 # 1. Dataset (Feature: [Count of Open Critical Vulnerabilities])
6 X_history = np.array([ [0], [1], [2], [5], [10] ])
7
8 # Labels (Target Risk Score: 0.0 to 100.0)
9 y_history = np.array([10.0, 25.0, 40.0, 65.0, 95.0])

10
11 # 2. Train Model
12 reg = LinearRegression()
13 reg.fit(X_history, y_history)
14
15 # 3. Predict Risk for a system with 7 open vulnerabilities
16 new_system = np.array([[7]])
17 predicted_score = reg.predict(new_system)
18
19 print(f"Regression Prediction (Risk Score): {predicted_score[0]:.2f}")
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(Unsupervised Learning) ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧ اހۇٰࠇࠋ ৓ৈཬ ཬٔގܽ ڛߦޭة
௠ோ۽ޭده. اހہ࿯ںܽ اࣇ࣢ࣳߵذج ۛอ໹ أن อ໹ڂ ގߗہۼًٔ. ษૉۛدة (labels) ଺଩ޑںٔت ٔணட ހ࿥߁ ๮๓اހ اހہںٔڛٔت ގ٢ اހٰޑݺ

اਛਗߗޑٔة. ୸୐ཧ اހہںٔڛٔت ቟ሺ ࿯࿃ںܽ ৓ৈཬ اހٰۉߵر :(Unsupervised Learning) ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧ اހۇٰࠇࠋ :წ჊ߏ

96 / 22 2026 أݘۇߵࠠࡂ 8 ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧ اހۇٰࠇࠋ ௠௎ٔذج



ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(Anomaly Detection) اހߚۚوذ ݘߚۥ اހۇߧہںޞ:
.((insider threats) اᆁᅬا཭ކںܽ اހणँۛጨጚات (ގۉݺ اހۼཬٔۛة ٩ޓ ݘہ୸୐اً ًٔ۰ౕ౐اܗۇ ศ༆ۇކۥ ๮๓اހ (outliers) اਛਗۇߧ۰ޭܽ اހۼࢤࢿ णँۛษ༆

اހߚۚوذ. ݘߚۥ :წ჊ߏ

96 / 23 2026 أݘۇߵࠠࡂ 8 ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧ اހۇٰࠇࠋ ௠௎ٔذج



ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(Anomaly Detection) اހߚۚوذ ݘߚۥ اހـݪߵد:

.(৙ৈ཭اᆁᅬا णँۛጨጚاހ) ౤ᎈጴކ۽ٔت اހߧہںٰںܽ ୸୐ཧ اހߵ޹ߵل أ௠௎ٔط ਣਞݘ࿲ߚٔف (Isolation Forest) اހٰޫل ཧٔژܽ اߌۇཾۛام
1 from sklearn.ensemble import IsolationForest
2 import numpy as np
3
4 # --- ANOMALY DETECTION: Insider Threat ---
5 # 1. Training Data (Normal User Behavior: Files per minute)
6 X_normal = np.array([[5], [6], [5], [7], [10], [8], [5]])
7
8 # 2. Train Model (contamination=0.01 tells model anomalies are rare)
9 iso = IsolationForest(contamination=0.01, random_state=42)

10 iso.fit(X_normal)
11
12 # 3. Live Data Monitoring
13 # User A (Normal), User B (Data Exfiltration)
14 X_live = np.array([[6], [1000]])
15
16 predictions = iso.predict(X_live)
17 # Output: 1 = Normal, -1 = Anomaly
18 print(f"Predictions: {predictions}")

96 / 24 2026 أݘۇߵࠠࡂ 8 ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧ اހۇٰࠇࠋ ௠௎ٔذج



ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(Clustering) اހۇܭޑں٢ اހۇߧہںޞ:
.((malware families) اހ޼ٔرة པႃا୸ୗاހ ཬٔڎ౐ౕت ڞ޾࿯ںۥ (ގۉݺ ܽጨያٔߚ࿲ਛਗا اހہںٔڛٔت ڛۼٔط ᇔགྷ༯ں٢

اਛਗߗޑٔة. ୸୐ཧ اހہںٔڛٔت ᇔགྷ༯ں٢ اހۇܭޑں٢: :წ჊ߏ

96 / 25 2026 أݘۇߵࠠࡂ 8 ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧ اހۇٰࠇࠋ ௠௎ٔذج



ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(K-Means) اਛਗۇߵߌߧٔت ศༀߵارزގںܽ اހۇܭޑں٢ اހـݪߵد:

اਧਞގޓ اހۄۼݺ ݘߵߵل ࠠࡂوڞ ੳંور ᅛᄷจ෫ ٩ޓ (DNS) اހۄߧٔۯٔت أᇦᇗٔء ڛߦٔم ੳંور ᅛᄷจ෫ ހ۽޾ݺ (K-Means) اਛਗۇߵߌߧٔت ܗߵارزގںܽ اߌۇཾۛام
଺଩ޑںٔت. णईون (HTTPS)

1 from sklearn.cluster import KMeans
2 import numpy as np
3
4 # --- CLUSTERING: Traffic Categorization ---
5 # 1. Unlabeled Data (Features: [Packet Size, Destination Port])
6 X_traffic = np.array([
7 [64, 53], [70, 53], [60, 53], # Small packets on Port 53 (DNS)
8 [1500, 443], [1450, 443], [1500, 443] # Large packets on Port 443 (HTTPS)
9 ])

10
11 # 2. Train Model (Find 2 clusters)
12 kmeans = KMeans(n_clusters=2, random_state=42)
13 kmeans.fit(X_traffic)
14
15 # 3. Analyze Results
16 print(f"Cluster Labels: {kmeans.labels_}")
17 # Expected: [0, 0, 0, 1, 1, 1] - distinct groups found.

96 / 26 2026 أݘۇߵࠠࡂ 8 ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧ اހۇٰࠇࠋ ௠௎ٔذج



ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(Dimensionality Reduction) اਦਞژٰٔد ڞۼކںݺ اހۇߧہںޞ:
اਛਗߗہۼܽ). ܽગٰ࡚ٔਛਗا اހۇ޾ߵر، (ގۉݺ ژਛਗٰٔࡇࡗގٔت اਣਞܘۇ۽ٔظ ގ٢ اਛਗٰۼۛة اހہںٔڛٔت ޷٫ߡ

اਦਞژٰٔد. ڞۼކںݺ :წ჊ߏ

96 / 27 2026 أݘۇߵࠠࡂ 8 ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧ اހۇٰࠇࠋ ௠௎ٔذج



ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(PCA) ا࿥ྐྵภฏߗںܽ اၗਗݪߵڛٔت ౺ಸ಩ކںݺ اਦਞژٰٔد ڞۼކںݺ اހـݪߵد:

اਦਞژٰٔد. ཬٔހںܽ اހߗྃݺ ੐അٔڛٔت ހ޼٫ߡ (PCA) ا࿥ྐྵภฏߗںܽ اၗਗݪߵڛٔت ษ༆ކںݺ اߌۇཾۛام
1 from sklearn.decomposition import PCA
2 import numpy as np
3
4 # --- DIMENSIONALITY REDUCTION: Log Compression ---
5 # 1. High-Dimensional Data (10 samples, 5 features each)
6 X_logs = np.random.rand(10, 5)
7
8 # 2. Apply PCA
9 # Compress 5 features down to 2 "Principal Components"

10 pca = PCA(n_components=2)
11 X_compressed = pca.fit_transform(X_logs)
12
13 # 3. Result
14 print(f"Compressed Shape: {X_compressed.shape}")
15 print(f"Information Retained: {np.sum(pca.explained_variance_ratio_):.2%}")

96 / 28 2026 أݘۇߵࠠࡂ 8 ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧ اހۇٰࠇࠋ ௠௎ٔذج



ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(Semi-supervised Learning) ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ߏہܹ اހۇٰࠇࠋ
اਛਗߗޑٔة. ୸୐ཧ اހہںٔڛٔت ގޓ ݘہ୸୐ة وᇔᆟںܽ اਛਗߗޑٔة اހہںٔڛٔت ގޓ ޹୸୐٫ة ᇔᆟںܽ ଺ଜۇཾۛم

اਛਗٰޭو۰ܽ. ୸୐ཧ ቙ቌإ اਛਗٰޭو۰ܽ اހہںٔڛٔت ގޓ (Label Propagation) اހ࿲ߗޑںٔت ັພງ :წ჊ߏ

96 / 29 2026 أݘۇߵࠠࡂ 8 واਛਗٰޫز ا઒࡚ٔ޷٢ ߏہܹ اހۇٰࠇࠋ ௠௎ٔذج



ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(Semi-supervised Learning) ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ߏہܹ اހۇٰࠇࠋ اހـݪߵد:

اਛਗٰޭو۰ܽ. ୸୐ཧ ౤ᎈጴކ۽ٔت اހ޼ٔرة པႃا୸ୗاހ ᅺᅬٔ཮ ਣਞߌ࿲ۄۇٔج (Label Spreading) اހ࿲ߗޑںܽ ັພງ اߌۇཾۛام
1 import numpy as np
2 from sklearn.semi_supervised import LabelSpreading
3
4 # --- SEMI-SUPERVISED EXAMPLE: Malware Label Propagation ---
5 # 1. Dataset (Feature: [File Entropy, File Size])
6 X = np.array([
7 [0.1, 100], [0.2, 120], # Cluster A (Likely Benign)
8 [0.9, 900], [0.8, 950], # Cluster B (Likely Malware)
9 [0.15, 110], [0.85, 920] # New Files (Unknown)

10 ])
11 # 2. Labels (0: Benign, 1: Malware, -1: Unknown)
12 y_mixed = np.array([0, 0, 1, 1, -1, -1])
13
14 # 3. Train Model
15 model = LabelSpreading(kernel='knn', n_neighbors=2)
16 model.fit(X, y_mixed)
17
18 # 4. Results
19 print(f"Inferred Labels: {model.transduction_}")

96 / 30 2026 أݘۇߵࠠࡂ 8 واਛਗٰޫز ا઒࡚ٔ޷٢ ߏہܹ اހۇٰࠇࠋ ௠௎ٔذج



ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(Reinforcement Learning (RL)) اਛਗٰޫز اހۇٰࠇࠋ
اހٰۼߵژٔت). ا۰ჱ჊ਛਗ٘ت، (اจ෯ਢਞاءات، وا઒࡚ߧٗ اހۇܭޭژܽ ڑޞ ߤޭ ٩ޓ (agent) য়ߵ৺ݺ اހ ੝೾ٰࠇࠋ

.(Reinforcement Learning) اਛਗٰޫز اހۇٰࠇࠋ ཮ކۼܽ :წ჊ߏ

96 / 31 2026 أݘۇߵࠠࡂ 8 واਛਗٰޫز ا઒࡚ٔ޷٢ ߏہܹ اހۇٰࠇࠋ ௠௎ٔذج



ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

اਲਭੂٔڑܽ) ིۛار (و৺য়ݺ (Reinforcement Learning) اਛਗٰޫز اހۇٰࠇࠋ اހـݪߵد:
ގߗۇۼݺ. (firewall) ᇔᇂٔڑܽ ગ࡚ۛار ଺ଣںߧܽ (Q-Learning) ݘںߵ ڞٰࠇࠋ ܗߵارزގںܽ ཮ކۼܽ

1 import numpy as np
2 import random
3 # --- RL EXAMPLE: Q-Learning Firewall Agent ---
4 # Actions: 0 = Allow, 1 = Block. State: IP '192.168.1.5'
5 q_table = { '192.168.1.5': [0.0, 0.0] }
6
7 def get_reward(action, is_malicious):
8 if is_malicious and action == 1: return +10 # Good: Blocked attack
9 if is_malicious and action == 0: return -50 # Bad: Allowed attack

10 return +5 if action == 0 else -10 # Valid user logic
11
12 # Simulation Loop
13 ip = '192.168.1.5'; is_malicious = True; learning_rate = 0.5
14 for episode in range(5):
15 # Choose Action (Explore vs Exploit)
16 action = random.choice([0, 1]) if random.random() < 0.5 else np.argmax(q_table[ip])
17
18 reward = get_reward(action, is_malicious)
19
20 # Update Q-Table
21 old_value = q_table[ip][action]
22 q_table[ip][action] = old_value + (learning_rate * reward)
23 print(f"Ep {episode+1}: Action {action} -> Reward {reward}")

96 / 32 2026 أݘۇߵࠠࡂ 8 واਛਗٰޫز ا઒࡚ٔ޷٢ ߏہܹ اހۇٰࠇࠋ ௠௎ٔذج



ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(Supervised Learning) ౔ፀጴྔັاف ا઒࡚ٔ޷٢ اހۇٰࠇࠋ ᇔᆳݺ ୸୐ߌ
.(data leakage) اހہںٔڛٔت ປຊັب ਛਗۄ٢ اᇔᇒਦਞںܽ ژٔހٝ ંੳأ اਛਗۄߦދ اހጨ጗܋

.(Supervised Learning) ౔ፀጴྔັاف ا઒࡚ٔ޷٢ اހۇٰࠇࠋ ᇔᆳݺ ୸୐ߌ :წ჊ߏ

96 / 33 2026 أݘۇߵࠠࡂ 8 اހٰޑݺ ୸୐ߌ اހۇٰࠇࠋ ௠௎ٔذج



ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

اހۇۼߗࢤࢿ .2 و اހہںٔڛٔت ٢ᇔᇆ .1 اހٰޑݺ: ୸୐ߌ

.(leakage) اހ࿲ྜັب ਛਗۄ٢ ا۱ٮݦر ॄहໝ (data splitting) اހہںٔڛٔت ੝അۼߗࢤࢿ ۯދ
1 import pandas as pd
2 from sklearn.model_selection import train_test_split
3
4 # 1. Data Collection (Mock Dataset)
5 data = {
6 'duration': [0.1, 5.2, 0.2, 12.0, 0.1, 0.5, 4.5, 1.2, 0.1, 3.0],
7 'src_bytes': [64, 5000, 128, 9000, 64, 256, 4500, 500, 64, 6000],
8 'dst_bytes': [1000, 0, 500, 0, 800, 1200, 0, 300, 950, 0],
9 'label': [0, 1, 0, 1, 0, 0, 1, 0, 0, 1] # 0: Benign, 1: Malicious

10 }
11 df = pd.DataFrame(data)
12
13 # 2. Data Splitting
14 X = df.drop('label', axis=1); y = df['label']
15
16 # stratify=y ensures both sets maintain the same ratio of attacks
17 X_train, X_test, y_train, y_test = train_test_split(
18 X, y, test_size=0.2, random_state=42, stratify=y
19 )
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

اਛਗߗہۼܽ ܽગٰ࡚ٔਛਗا .4 و اணடۄۛߌܽ .3 اހٰޑݺ: ୸୐ߌ

੐അٔڛٔت ৓ৈཬ ۰ۼߡ (scalers) اਛਗۼ࿥ྼٔ߁ ގ౐ౕءގܽ :(Preprocessing) اਛਗߗہۼܽ ܽગٰ࡚ٔਛਗوا (Feature Engineering) ا୶୐ਛਗات ܾۄۛߌܽ
.(training data) ഫ೾اހۇۛر

1 from sklearn.preprocessing import StandardScaler
2
3 # 3. Feature Engineering (Apply to both)
4 X_train['bytes_per_sec'] = X_train['src_bytes'] / (X_train['duration'] + 0.01)
5 X_test['bytes_per_sec'] = X_test['src_bytes'] / (X_test['duration'] + 0.01)
6
7 # 4. Data Preprocessing (Scaling)
8 scaler = StandardScaler()
9

10 # CRITICAL: Fit scaler ONLY on Training data
11 X_train_scaled = scaler.fit_transform(X_train)
12
13 # Transform Test data using learned parameters
14 X_test_scaled = scaler.transform(X_test)
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

ഫ೾اހۇۛر اހ޼ہߡ، اਣਞܗۇںٔر، .7 -5 اހٰޑݺ: ୸୐ߌ

اਛਗۇۂدل اހۇܩۼޞ اߌۇཾۛم :(Hyperparameter Tuning) اހ۽ٔڎۼܽ اਛਗٰٔގ౐ౕت و޷ہߡ (Model Selection) اࣇ࣢ࣳߵذج اܗۇںٔر
.(training set) ഫ೾اހۇۛر ܽཬߵᇔ஫஥ ৓ৈཬ (Cross-Validation)

1 from sklearn.ensemble import RandomForestClassifier
2 from sklearn.model_selection import GridSearchCV
3
4 # 5. Model Selection
5 rf = RandomForestClassifier(random_state=42)
6
7 # 6. Hyperparameter Tuning (Cross-Validation)
8 param_grid = {'n_estimators': [10, 50], 'max_depth': [3, 5]}
9 grid_search = GridSearchCV(rf, param_grid, cv=2, scoring='f1')

10 grid_search.fit(X_train_scaled, y_train)
11
12 # 7. Model Training (Automatic via GridSearchCV)
13 best_model = grid_search.best_estimator_
14 print(f"Best Parameters: {grid_search.best_params_}")
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

ັྟ࿯اހ .9 و اހۇۼںࢤࢿ .8 اހٰޑݺ: ୸୐ߌ

.ᅺᅲۼ۽ਛਗا (test set) اਣਞܗۇۂر ܽཬߵᇔ஫஥ ৓ৈཬ ژٔހۇۼںࢤࢿ ۯދ :(Deployment) ັྟ࿯واހ (Evaluation) اހۇۼںࢤࢿ
1 from sklearn.metrics import classification_report
2
3 # 8. Model Evaluation
4 y_pred = best_model.predict(X_test_scaled)
5 print(classification_report(y_test, y_pred, target_names=['Benign', 'Malicious']))
6
7 # 9. Deployment (Simulation)
8 def analyze_packet(duration, src_bytes, dst_bytes):
9 live_data = pd.DataFrame([[duration, src_bytes, dst_bytes]],

10 columns=['duration', 'src_bytes', 'dst_bytes'])
11 live_data['bytes_per_sec'] = live_data['src_bytes'] / (live_data['duration'] + 0.01)
12 live_scaled = scaler.transform(live_data)
13 return "ALERT" if best_model.predict(live_scaled)[0] == 1 else "Benign"
14
15 print(analyze_packet(15.0, 10000, 0))
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(1/3) ڞۼںࢤࢿ :2 ဋྜاހۼ

1 اހߗߪال
اਢਞد཭ٔل/اจ෪ਢਞاج)؟ (أزواج ގߗޑٔة ᅺᅲژٗގۉ ੐അٔڛٔت ܽཬߵᇔ஫஥ ੝೾ߧކڂ (ML) ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ٔذج ގޓ ௠௎ߵذج أي

.(Unsupervised Learning) ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧ اހۇٰࠇࠋ أ.
.(Reinforcement Learning) اਛਗٰޫز اހۇٰࠇࠋ ب.

.(Supervised Learning) ౔ፀጴྔັاف ا઒࡚ٔ޷٢ اހۇٰࠇࠋ ج.
.(Clustering) اހۇܭޑں٢ د.
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

اਢਞིٔژܽ - (1/3) ڞۼںࢤࢿ :2 ဋྜاހۼ

1 اހߗߪال
اਢਞد཭ٔل/اจ෪ਢਞاج)؟ (أزواج ގߗޑٔة ᅺᅲژٗގۉ ੐അٔڛٔت ܽཬߵᇔ஫஥ ੝೾ߧކڂ (ML) ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ٔذج ގޓ ௠௎ߵذج أي

.(Unsupervised Learning) ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧ اހۇٰࠇࠋ أ.
.(Reinforcement Learning) اਛਗٰޫز اހۇٰࠇࠋ ب.

(3) .(Supervised Learning) ౔ፀጴྔັاف ا઒࡚ٔ޷٢ اހۇٰࠇࠋ ج.
.(Clustering) اހۇܭޑں٢ د.

اހྟັح
෡ෆژ اހ౐ٰౕۯܽ ހۇٰࠇࠋ (଺଩ޑںٔت) "ًٔ཮ٔގ۽ۇ" ੝೾ߧކڂ ܘںٷ اਛਗٰࠇࠋ/اހߧٔހڂ، ௠௎ߵذج ގۉݺ (Supervised Learning) ౔ፀጴྔັاف ا઒࡚ٔ޷٢ اހۇٰࠇࠋ ڑٰޑݺ

واఽ఼సޭིٔت. ا౐཭ۛਛਗౕت
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(2/3) ڞۼںࢤࢿ :2 ဋྜاހۼ

2 اހߗߪال
اހߗں୸ୗا቟ሐ؟ اਦਞގޓ ቟ሺ (Unsupervised Learning) ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧ ጺጴۇٰࠇࠋ اਦਞߌٔߌںܽ اਣਞߌۇཾۛام ᅺᅬٔ཮ ቟ቐ ގٔ

ގٰޭو۰ܽ. ߌ࿥ڷܽ رواژߡ ژٔߌۇཾۛام اހۇ޾ںۛ ݘߚۥ أ.
اਛਗۇߧ۰ޭܽ). اހۼࢤࢿ أو (zero-day) اހ޾۽ޭ ڑߵم อซޑٔت ৓ৈཬ (اހٰۉߵر اހߚۚوذ ݘߚۥ ب.

اᆁᅬۯںۼܽ. اఽ఼సٔߤޭة णईرིٔت اހۇ࿯ہߪ ج.
ا۰ჱ჊ਛਗ٘ت. ୸ୗཬ اਲਭੂٔڑܽ ིۛار و৺য়ݺ ഫ೾رणऎ د.
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

اਢਞིٔژܽ - (2/3) ڞۼںࢤࢿ :2 ဋྜاހۼ

2 اހߗߪال
اހߗں୸ୗا቟ሐ؟ اਦਞގޓ ቟ሺ (Unsupervised Learning) ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧ ጺጴۇٰࠇࠋ اਦਞߌٔߌںܽ اਣਞߌۇཾۛام ᅺᅬٔ཮ ቟ቐ ގٔ

ގٰޭو۰ܽ. ߌ࿥ڷܽ رواژߡ ژٔߌۇཾۛام اހۇ޾ںۛ ݘߚۥ أ.
(3) اਛਗۇߧ۰ޭܽ). اހۼࢤࢿ أو (zero-day) اހ޾۽ޭ ڑߵم อซޑٔت ৓ৈཬ (اހٰۉߵر اހߚۚوذ ݘߚۥ ب.

اᆁᅬۯںۼܽ. اఽ఼సٔߤޭة णईرིٔت اހۇ࿯ہߪ ج.
ا۰ჱ჊ਛਗ٘ت. ୸ୗཬ اਲਭੂٔڑܽ ིۛار و৺য়ݺ ഫ೾رणऎ د.

اހྟັح
٩ޓ ಸದಀޭف ๮๓اހ اހہںٔڛٔت ৓ৈཬ ጺጴٰۉߵر ቟ቌٔގۉ ۰݀ߵ ଺଩ޑںٔت، ቙ቌإ ษ໹ۇٔج ਣਞ (unsupervised learning) ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧ اހۇٰࠇࠋ ਦਞن ڛߦޭاً

ގߗہۼًٔ. اணடܭߵم წ჊ߏ ގ۰ޭٰܽ دون "اހۼཬٔۛة"
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(3/3) ڞۼںࢤࢿ :2 ဋྜاހۼ

3 اހߗߪال
۰ۼߡ (scaling parameters) اހۼںٔس ގ౤౟ٰٔت ܘߗٔب อ໹ڂ ਛਗٔذا ،(Supervised Learning) ౔ፀጴྔັاف ا઒࡚ٔ޷٢ اހۇٰࠇࠋ ᇔᆳݺ ୸୐ߌ ቟ሺ

اހۇۛرഫ೾؟ ܽཬߵᇔ஫஥ ৓ৈཬ
اઓ࡚ߗٔب. وۯٵ ୸୐۰ހۇߵ أ.

اਣਞܗۇۂر). ܽཬߵᇔ஫஥ ቟ሺ اހۄߦޭ (اܗۇ౐ౕس (Data Leakage) اހہںٔڛٔت ປຊັب ਛਗۄ٢ ب.
أرۯٔم. ৓ৈཬ ษ༆ۇߵي ਣਞ اਣਞܗۇۂر ܽཬߵᇔ஫஥ ਦਞن ج.

.ٔ݀ᄠᄝჽٗژ اހہںٔڛٔت ܽཬߵᇔ஫஥ اߌۇཾۛام ௠௄ݪۄ݆ ጨዤދ؛ ਣਞ د.
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

اਢਞིٔژܽ - (3/3) ڞۼںࢤࢿ :2 ဋྜاހۼ
3 اހߗߪال

۰ۼߡ (scaling parameters) اހۼںٔس ގ౤౟ٰٔت ܘߗٔب อ໹ڂ ਛਗٔذا ،(Supervised Learning) ౔ፀጴྔັاف ا઒࡚ٔ޷٢ اހۇٰࠇࠋ ᇔᆳݺ ୸୐ߌ ቟ሺ
اހۇۛرഫ೾؟ ܽཬߵᇔ஫஥ ৓ৈཬ

اઓ࡚ߗٔب. وۯٵ ୸୐۰ހۇߵ أ.
(3) اਣਞܗۇۂر). ܽཬߵᇔ஫஥ ቟ሺ اހۄߦޭ (اܗۇ౐ౕس (Data Leakage) اހہںٔڛٔت ປຊັب ਛਗۄ٢ ب.

أرۯٔم. ৓ৈཬ ษ༆ۇߵي ਣਞ اਣਞܗۇۂر ܽཬߵᇔ஫஥ ਦਞن ج.
.ٔ݀ᄠᄝჽٗژ اހہںٔڛٔت ܽཬߵᇔ஫஥ اߌۇཾۛام ௠௄ݪۄ݆ ጨዤދ؛ ਣਞ د.

اހྟັح
ڑ٢ ڞߵز ቟ሺ اހۄߦޭ" "ژٔܗۇ౐ౕس ጺጴۄޑߵذج ଺ଜޑ܇ ጺጴۼںٔس ૳૗ٔۇߵߌߡ/اހۇہਛਗا ઓ࡚ߗٔب ٔጨᖈاߌۇཾۛا .ܽ੐೻ޭਛਗا ୸୐ཧ اހہںٔڛٔت اਣਞܗۇۂر ܽཬߵᇔ஫஥ ቟ᇫٔษ༆ أن อ໹ڂ

اހۇۼںࢤࢿ. ੗೾ߧݺ ٔᇦᇥ اਣਞܗۇۂر، ੐അٔڛٔت
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

ڑٔت اస఼ాۇߵ
(DL) اހٰޑںޞ واހۇٰࠇࠋ (ML) ᅺᅬਧਞا وڞٰࠇࠋ (AI) ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء 1

اਦਞߌٔߌںܽ (ML) ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ٔذج 2

ا࿥ྐྵภฏߗںܽ (ML) ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ٔذج ཬٔڎ౐ౕت 3

ౘፀጴގޓ اހۇۼںࢤࢿ ގۼ࿥ྼٔ߁ 4

቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ (ML) ᅺᅬਧਞا ڞٰࠇࠋ ษ༆ۛڑٔت 5

৙ৈᇔᆳ ގྟັوع 6

96 / 43 2026 أݘۇߵࠠࡂ 8 اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت



ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(Logistic Regression) ๮๓اހࡇࡗܜߗ اษ༃ਣਞۛار
.(sigmoid function) ߌ࿥ۄںܽ ᅺᅬدا ژٔߌۇཾۛام اਣਞܘۇޑਣਞٔت ڞۼۛر ڞ޾࿯ںۥ ܗߵارزގںܽ

.(Logistic Regression Sigmoid) ๮๓اހࡇࡗܜߗ ษ༃ౕፀጴۛار ๮๐࿥اހߗ ๨๐ۄܩਛਗا :წ჊ߏ

from sklearn.linear_model import LogisticRegression
clf = LogisticRegression()
clf.fit(X_train, y_train) # Train
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(Support Vector Machines (SVM)) ܽᇔᆳاᆁᅬا اਛਗۇܭ݀ٔت آਣਞت
.ۛ཮ أۯྮົ ቙ቌإ اހ۽ڷٔت ෡ෆژ (margin) اணடٔގ߄ णँ࠙ࡀ (hyperplane) ۰ٔڎۼًٔ ގߗۇߵى ۛอ༆

.ۛ཮ أۯྮົ ቙ቌإ اணடٔގ߄ (SVM) ܽᇔᆳاᆁᅬا اਛਗۇܭ݀ٔت ᅺᅬآ णँࠦࡀ :წ჊ߏ

from sklearn.svm import SVC
clf = SVC(kernel='linear', C=1.0)
clf.fit(X_train, y_train)
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(Ensembles) ٰܽ اూ఼సޑّ׬ اࣇ࣢ࣳٔذج و (Decision Trees) اހۼޭار أอ௦ٔر

اހ٫ٔژܽ ގۉݺ ௠௎ٔذج، ཬۛة ٢ᇔགྷ༯ :(Ensembles) סڮ ՝ّ܂ள஭னا ا࠸ࡓࡤׅذج
اਣਞߌۇۼޭار. ހۇܩۼںޞ ،XGBoost و (Random Forest) ܽ੐೻اހٰߚߵا

.቟ልٔں଺ଦਣਞا اఽ఼సߧߡ ଽ଩ہܹ წႚܾٔں :(Decision Trees) ا۱٭ܞار أඞୗׅر
.(overfitting) اਛਗ۽ޭط ጺጴۇܨ޾ں޴ ٩ં޷ܽ

from sklearn.ensemble import RandomForestClassifier
from xgboost import XGBClassifier

rf_model = RandomForestClassifier(n_estimators=100)
rf_model.fit(X_train, y_train)
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(Neural Networks (NNs)) اހٰ޾࿬ںܽ اހߚہჱ჊ت
ا઒࡚ߧٗ. ހۇۼކںݺ (weights) اਦਞوزان ੝ഋٰࠇࠋ ا୸ଢ଼ਛਗاژߧܽ (neurons) اހٰ޾࿬ںܽ ا౐઒ౕ࡚ڑٔ ގޓ ߤہۼٔت

.(Feed-Forward Neural Network) اހۇ٫ۚڑܽ أގٔގںܽ ٩޾࿬ںܽ ᅛᅉߏہ :წ჊ߏ

import torch.nn as nn
# Input: 10 features -> Hidden: 64 neurons -> Output: 2 classes
model = nn.Sequential(nn.Linear(10, 64), nn.ReLU(), nn.Linear(64, 2))
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(Convolutional Neural Networks (CNNs)) اਣਞހۇ۽۰ٔںܽ اހٰ޾࿬ںܽ اހߚہჱ჊ت
.(ഞ೾ٔاހہ ଺଩ކߗ౐ౕت أو اހ޼ٔرة པႃا୸ୗاހ ޹ߵر (ގۉݺ ษૉކںܽ أ௠௎ٔط ٩ޓ ጺጴہܩٷ [2] (filters) اษ௦ޭਛਗٔت ଺଩ۇཾۛم

.(CNN) اਣਞހۇ۽۰ٔںܽ اހٰ޾࿬ںܽ ᅛᅉاހߚہ ษ௦ંٔت ੳ :წ჊ߏ

# 1D Conv Layer for sequence data (e.g., packet bytes)
conv_layer = nn.Conv1d(in_channels=1, out_channels=16, kernel_size=3)
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(Transformers) اస఼ాߵਣਞّت و (RNNs) اਛਗۇச୿رة اހٰ޾࿬ںܽ اހߚہჱ჊ت
ܽอૉࠠࡂ واܜ݀ܽ اߌۇཬۛٔءات اพฏގۄںܽ، (اހߗ౐ౕߌݺ اᆀᅬاఋ௰ة ގ٢ اހ࿲ߗކߗ౐ౕت ܽગٰ࡚ٔގ :[1] (RNNs/LSTMs) اঌঈظଋ૰رة ا۱סܯཝثڮ ا۱݋زၢျت

.((API) اހۇߧہںۼٔت

቟ሐو୸ଢ଼ހـݪਢਞا اހۇ޾ںۛ رߌٔڎݺ (ގۉݺ اހہںٔڛٔت ގޓ ژٰںۛة أฆ෯اء ภฏژߡ (Attention) "ا࿲࿆ਣਞۂه" ଺଩ۇཾۛم :[3] (Transformers) اய஭னݦঔএّت
.((phishing)
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(NLP) اހߧہںٰںܽ ܽ٫ጺጴا ܽગٰ࡚ٔوގ اހۄ޾ߵص :(Feature Engineering) ا୶୐ਛਗات ܾۄۛߌܽ

ጺጴۇ޾ںۛ. (Bag-of-Words) اހ౤Ⴢ჊ٔت ܘۼںہܽ ގۉٔل: أرۯٔم. ቙ቌإ اހۄ޴ ڑݺ ษ༆ߵ
1 from sklearn.feature_extraction.text import CountVectorizer
2 import pandas as pd
3
4 # 1. Raw Data (Email Subjects)
5 emails = ["Urgent: Update password", "Meeting agenda", "Win free iPhone"]
6
7 # 2. Transform to Numbers
8 vectorizer = CountVectorizer(stop_words='english')
9 X = vectorizer.fit_transform(emails)

10
11 # 3. Result
12 print(pd.DataFrame(X.toarray(), columns=vectorizer.get_feature_names_out()))
13 # Columns: 'urgent', 'win', 'meeting'... Values: 1 or 0
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

ٔ੐അو୸ଢ଼ڛਢਞوا ๮๐ގพฏا :(Feature Engineering) ا୶୐ਛਗات ܾۄۛߌܽ

٩ັྔںܽ). ގۼٔژݺ ޷ٔرة པႃࠠࡂا) ܽ੐೻اހٰߚߵا ۯںٔس :(Entropy) ׅু౶و૩૎،ওএا اހںߵم'. ܽཬٔߌ' اߌۇܨޭاج :(Temporal) ෟශۿඏ඀ا
1 # Temporal Example
2 df['timestamp'] = pd.to_datetime(df['timestamp'])
3 df['hour'] = df['timestamp'].dt.hour # Attackers often work at night
4
5 # Entropy Example (Malware Detection)
6 from scipy.stats import entropy
7 def calc_entropy(data):
8 probs = [count / len(data) for count in collections.Counter(data).values()]
9 return entropy(probs, base=2)

10 # High Entropy = Encrypted/Packed Malware
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(Data Normalization) اހہںٔڛٔت ڞߧہں٢

اހـݪہ୸୐ة. اਦਞرۯٔم ጨዱںޑޓ ਣਞ ๨๓ܘ (1 -0) ގߚ୸ଢ଼ك ڛߧٔق ቙ቌإ (feature scaling) ا୶୐ਛਗات ษ༆ܭࢤࢿ
1 from sklearn.preprocessing import MinMaxScaler
2 import pandas as pd
3
4 # Unscaled: 'Bytes' (10000) dominates 'Hour' (23)
5 df = pd.DataFrame({'bytes': [10000], 'hour': [23]})
6
7 # Apply Scaling
8 scaler = MinMaxScaler()
9 df_scaled = pd.DataFrame(scaler.fit_transform(df), columns=df.columns)

10 # Result: Both features are now between 0.0 and 1.0
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(Representation Learning) اࣇࣥࣳۉںݺ ڞٰࠇࠋ
.(Embeddings) اހۇ޼ޑںۄٔت ژٔߌۇཾۛام ا୶୐ਛਗات اߌۇܨޭاج ژ௠௑ٗۇܽ (Deep Learning) اހٰޑںޞ اހۇٰࠇࠋ ڑۼߵم

.(Feature Engineering vs. Representation Learning) اࣇࣥࣳۉںݺ ڞٰࠇࠋ ގۼٔژݺ ڑܽ اހںۛو ا୶୐ਛਗات ܾۄۛߌܽ :წ჊ߏ

1 import torch.nn as nn
2 # Learn a vector of size 3 for every API call automatically
3 embedding_layer = nn.Embedding(num_embeddings=10, embedding_dim=3)
4 learned_features = embedding_layer(raw_sequence)
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(1/3) ڞۼںࢤࢿ :3 ဋྜاހۼ

1 اހߗߪال
1؟ و 0 ෡ෆژ اܘۇޑٔل จ෪ਢਞاج (sigmoid) "ߌ࿥ۄںܽ" ᅺᅬدا ଺଩ۇཾۛم ღႚౕߌںݪںܽ ܗߵارزގںܽ أي

.(Decision Tree) اހۼޭار อ௦ޭة أ.
.(Support Vector Machine (SVM)) ܽᇔᆳاᆁᅬا اਛਗۇܭ݀ٔت ᅺᅬآ ب.

.(Logistic Regression) ๮๓اހࡇࡗܜߗ اษ༃ਣਞۛار ج.
.(K-Means Clustering) اਛਗۇߵߌߧٔت ศༀߵارزގںܽ اހۇܭޑں٢ د.
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

اਢਞིٔژܽ - (1/3) ڞۼںࢤࢿ :3 ဋྜاހۼ

1 اހߗߪال
1؟ و 0 ෡ෆژ اܘۇޑٔل จ෪ਢਞاج (sigmoid) "ߌ࿥ۄںܽ" ᅺᅬدا ଺଩ۇཾۛم ღႚౕߌںݪںܽ ܗߵارزގںܽ أي

.(Decision Tree) اހۼޭار อ௦ޭة أ.
.(Support Vector Machine (SVM)) ܽᇔᆳاᆁᅬا اਛਗۇܭ݀ٔت ᅺᅬآ ب.

(3) .(Logistic Regression) ๮๓اހࡇࡗܜߗ اษ༃ਣਞۛار ج.
.(K-Means Clustering) اਛਗۇߵߌߧٔت ศༀߵارزގںܽ اހۇܭޑں٢ د.

اހྟັح
৓ৈཬ) ๮๐࿥ߌ ๨๐ۄܩ௠ோ اހہںٔڛٔت ڑߧٔژޞ (classifier) ގ޾ۄۥ ܾߵ (Logistic Regression) ๮๓اހࡇࡗܜߗ اษ༃ਣਞۛار ۰ٓن ،ٔ݀ᇦᇗا ގޓ ا٤ภฏދ ৓ৈཬ

.(binary classification) ቟ሃٔاހۉۄ ጺጴۇ޾࿯ںۥ ގۄٔߌہܽ اܘۇޑٔހںܽ ศૉޭིٔت ٩ۄܹ ࿯ྼۇ܋ ٔᇦᇥ S)، წ჊ߏ
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(2/3) ڞۼںࢤࢿ :3 ဋྜاހۼ

2 اހߗߪال
وا཮ۛة؟ (Decision Tree) ۯޭار ଽଣܭޭة ގۼٔرڛܽ (Random Forest) ܽ੐೻اހٰߚߵا ٫ጺጴٔژܽ اਦਞߌٔߌںܽ ا୶୐ਛਗة ቟ቐ ގٔ

.ഫ೾اހۇۛر ቟ሺ أྑັع أ.
.ًٔမັྮژ ୸୐اހۇ۽ߗ ቟ሺ أጪྑݺ ب.

اਣਞߌۇۼޭار. وษ༆ߗޓ (overfitting) اਛਗ۽ޭط اހۇܨ޾ں޴ ގޓ ᎂ፞ڞۼ ج.
ގߗޑٔة. ੐അٔڛٔت ੝ഋߧކڂ ਣਞ د.
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

اਢਞིٔژܽ - (2/3) ڞۼںࢤࢿ :3 ဋྜاހۼ

2 اހߗߪال
وا཮ۛة؟ (Decision Tree) ۯޭار ଽଣܭޭة ގۼٔرڛܽ (Random Forest) ܽ੐೻اހٰߚߵا ٫ጺጴٔژܽ اਦਞߌٔߌںܽ ا୶୐ਛਗة ቟ቐ ގٔ

.ഫ೾اހۇۛر ቟ሺ أྑັع أ.
.ًٔမັྮژ ୸୐اހۇ۽ߗ ቟ሺ أጪྑݺ ب.

(3) اਣਞߌۇۼޭار. وษ༆ߗޓ (overfitting) اਛਗ۽ޭط اހۇܨ޾ں޴ ގޓ ᎂ፞ڞۼ ج.
ގߗޑٔة. ੐അٔڛٔت ੝ഋߧކڂ ਣਞ د.

اހྟັح
णँٰۛاހ ࿯࿉ہߪات ௠ோۇߵߌߡ (Random Forest) ܽ੐೻اހٰߚߵا اހ٫ٔژܽ ڞۼߵم ގ۽ޭط). (ศ༆޾ں޴ ഫ೾اހۇۛر ੐അٔڛٔت اހ۽ޭدڑܽ اހۼޭار أอ௦ٔر ษ༆۽ߠ ގٔ ཧٔހۂً

.(generalization) اހۇٰޑࢤࢿ وษ໹ߗޓ اਦਞܗߧٔء ศ໹۽ۥ ٔᇦᇥ اอ௦ਦਞٔر، ގޓ
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(3/3) ڞۼںࢤࢿ :3 ဋྜاހۼ

3 اހߗߪال
Scaling)؟ / Data Normalization) اހہںٔڛٔت ڞߧہں٢ ގޓ اހ٫ޭض ܾߵ ގٔ

أرۯٔم. ቙ቌإ اހۄ޴ ڑݺ ހۇܩߵ أ.
.(ܽཬٔاހߗ (ގۉݺ اހ޾୸୐٫ة اހۼࢤࢿ ذات ا୶୐ਛਗات ৓ৈཬ (ഞ೾ٔاހہ (ގۉݺ اހـݪہ୸୐ة اހۼࢤࢿ ذات ا୶୐ਛਗات ܾںޑۄܽ ཬۛم ހ޼ޑٔن ب.

اހہںٔڛٔت. ܽཬߵᇔ஫஥ ގޓ ܽཧاހ۽ٔر اހۼࢤࢿ ᅺᅬزاਢਞ ج.
ا઒࡚޾ߵ޹ںܽ. أིݺ ގޓ اހہںٔڛٔت ୸୐ߚ۽࿲ހ د.
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

اਢਞིٔژܽ - (3/3) ڞۼںࢤࢿ :3 ဋྜاހۼ

3 اހߗߪال
Scaling)؟ / Data Normalization) اހہںٔڛٔت ڞߧہں٢ ގޓ اހ٫ޭض ܾߵ ގٔ

أرۯٔم. ቙ቌإ اހۄ޴ ڑݺ ހۇܩߵ أ.
(3) .(ܽཬٔاހߗ (ގۉݺ اހ޾୸୐٫ة اހۼࢤࢿ ذات ا୶୐ਛਗات ৓ৈཬ (ഞ೾ٔاހہ (ގۉݺ اހـݪہ୸୐ة اހۼࢤࢿ ذات ا୶୐ਛਗات ܾںޑۄܽ ཬۛم ހ޼ޑٔن ب.

اހہںٔڛٔت. ܽཬߵᇔ஫஥ ގޓ ܽཧاހ۽ٔر اހۼࢤࢿ ᅺᅬزاਢਞ ج.
ا઒࡚޾ߵ޹ںܽ. أིݺ ގޓ اހہںٔڛٔت ୸୐ߚ۽࿲ހ د.

اހྟັح
ڑٔ޷ںًٔ ر 10000 -0 ގޓ ڞ୸ଢ଼اوح ގ୶୐ة ߌ࿲ۇ٫ކڂ ،(scaling) اހۇܩܭࢤࢿ णईون اᏀᎫརދ. أو اਛਗߗ۰ٔܽ ৓ৈཬ ཧٔހۂً (ML) ᅺᅬਧਞا ڞٰࠇࠋ ܗߵارزގںٔت ڞٰۇޑۛ

اࣇ࣢ࣳߵذج. أداء ޷ٰۥ ቙ቌإ ڑߪدي ٔᇦᇥ ،1 -0 ގޓ ڞ୸ଢ଼اوح ގ୶୐ة ৓ৈཬ
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

ڑٔت اస఼ాۇߵ
(DL) اހٰޑںޞ واހۇٰࠇࠋ (ML) ᅺᅬਧਞا وڞٰࠇࠋ (AI) ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء 1

اਦਞߌٔߌںܽ (ML) ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ٔذج 2

ا࿥ྐྵภฏߗںܽ (ML) ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ٔذج ཬٔڎ౐ౕت 3

ౘፀጴގޓ اހۇۼںࢤࢿ ގۼ࿥ྼٔ߁ 4

቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ (ML) ᅺᅬਧਞا ڞٰࠇࠋ ษ༆ۛڑٔت 5

৙ৈᇔᆳ ގྟັوع 6
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(Classification Metrics) اހۇ޾࿯ںۥ ގۼ࿥ྼٔ߁

اਛਗۇߵازڛܽ). ୸୐ཧ (اހہںٔڛٔت (Base Rate Fallacy) ແྑٔߌਦਞا اਛਗٰۛل ގ٫ٔހߧܽ ࿬଺ଣڂ اਦਞގޓ ቟ሺ ᅺᎠ፞ގ޼ (Accuracy) اᆁᅬۯܽ
(ގߵڡߵۯںܽ TP/(TP + FP) :(Precision) ا٠ჲოڮ

اހۇ࿯ہጨግٔت).
৓ৈཬ (اހۼۛرة TP/(TP + FN) :(Recall) اঔএܽظໝٌׅء

اணடܭޑٔت). اݘ࿲ߚٔف
ᆁᎎጴۯܽ اހۇߵا۰ࡡࡸ اਛਗۇߵߌߡ :(F1-Score) إف- 1 ۿ٭ثׅس

واਣਞߌۇཬۛٔء.

ᅅᄳثٌ ډ٭ثߒߩ: ඞർݦم ډ٭ثߒߩ:
FP TP ඞർݦم ༻འزݛ:
TN FN ᅅᄳثٌ ༻འزݛ:

(Confusion Matrix) اਣਞر੗ഋٔك ގ޾۽ߵ۰ܽ ིۛول:
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(Classifiers) اਛਗ޾ۄ۽ٔت ڞۼںࢤࢿ اހـݪߵد:

1 from sklearn.metrics import classification_report, confusion_matrix
2 import numpy as np
3
4 # 1. Ground Truth (Most are Benign/0)
5 y_true = np.array([0, 0, 0, 0, 0, 0, 0, 1, 1, 1])
6
7 # 2. Model Predictions
8 y_pred = np.array([0, 0, 0, 0, 0, 0, 1, 1, 1, 0])
9

10 # 3. Evaluation
11 print("Confusion Matrix:\n", confusion_matrix(y_true, y_pred))
12 print(classification_report(y_true, y_pred, target_names=['Benign', 'Attack']))
13 # Precision (Attack) = 0.67 (2 real out of 3 alerts)
14 # Recall (Attack) = 0.67 (Caught 2 out of 3 attacks)
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

واހۇܭޑں٢ اษ༃ਣਞۛار ގۼ࿥ྼٔ߁

.(MAE) ઼શߧਛਗا ا઒࡚ߧٗ ގۇߵߌߡ ގޓ ୸ୟأݘ اހـݪہ୸୐ة اਦਞܗߧٔء (MSE) ا઒࡚ߧٗ ੳંژ٢ ގۇߵߌߡ ڑٰٔۯڂ :(Regression) اක๴ঔএٌار
from sklearn.metrics import mean_squared_error
mse = mean_squared_error(y_true, y_pred) # High if outliers exist

.(1 ቙ቌإ 1 -) ᅺᅲණඃاހ ۰޾ݺ (Silhouette Score) اހߦݺ ގٰٔގݺ ڑۼ࿥߁ :(Clustering) ا۱ظڞ܂ثד
from sklearn.metrics import silhouette_score
score = silhouette_score(X_features, labels) # Closer to 1 is better

96 / 62 2026 أݘۇߵࠠࡂ 8 اਛਗۼ࿥ྼٔ߁



ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(Threshold Tuning) اހٰۇہܽ ޷ہߡ

.(Recall) واਣਞߌۇཬۛٔء (Precision) اᆁᅬۯܽ ৓ৈཬ (decision boundary) اހۼޭار ཮ۛود ޷ہߡ ڑߪࠩࡂ
.((threat hunting) اހणँۛጨጚات اހٰߦޑܽ/޹ںۛ อༀۄߵن (ގ޾ٔب ቟ቌٔཬ اߌۇཬۛٔء :(2 .0<) ۿصڙٮܭڮ ךظزڮ

.(቟ቌਧਞا (اઓ࡚ߦޭ ཬٔހںܽ دۯܽ :(9 .0<) ۱ׅໝثڮ ךظزڮ
1 # Scenario A: Paranoid Mode (Catch everything)
2 y_pred_paranoid = (y_proba > 0.3).astype(int)
3
4 # Scenario B: Conservative Mode (Avoid false alarms)
5 y_pred_safe = (y_proba > 0.8).astype(int)
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(1/3) ڞۼںࢤࢿ :4 ဋྜاހۼ

1 اހߗߪال
اਛਗߚᅺლ჊؟ ቟ቐ ގٔ ແྔء. წ჊ހ "ᇔᇂںۛ" ژـ اࣇ࣢ࣳߵذج ࿲ྼۄہٗ ޷ٔرة، وا཮ۛة وฆ෫ގܽ ᇔᇂںۛة ฆ෫ގܽ 99 ৓ৈཬ ษ༆ۇߵي ੐അٔڛٔت ܽཬߵᇔ஫஥ ቟ሺ

.0% ቟ቐ (accuracy) اᆁᅬۯܽ أ.
.(Base Rate Fallacy) اணடܭߵم ۰ٔڞܹ اࣇ࣢ࣳߵذج ހـݪޓ ،99% ቟ቐ اᆁᅬۯܽ ب.

.(overfitting) اਛਗ۽ޭط اހۇܨ޾ں޴ ގޓ ቟ሐٰٔڑ اࣇ࣢ࣳߵذج ج.
.100% ቟ቐ (Precision) اᆁᅬۯܽ د.
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

اਢਞིٔژܽ - (1/3) ڞۼںࢤࢿ :4 ဋྜاހۼ

1 اހߗߪال
اਛਗߚᅺლ჊؟ ቟ቐ ގٔ ແྔء. წ჊ހ "ᇔᇂںۛ" ژـ اࣇ࣢ࣳߵذج ࿲ྼۄہٗ ޷ٔرة، وا཮ۛة وฆ෫ގܽ ᇔᇂںۛة ฆ෫ގܽ 99 ৓ৈཬ ษ༆ۇߵي ੐അٔڛٔت ܽཬߵᇔ஫஥ ቟ሺ

.0% ቟ቐ (accuracy) اᆁᅬۯܽ أ.
(3) .(Base Rate Fallacy) اணடܭߵم ۰ٔڞܹ اࣇ࣢ࣳߵذج ހـݪޓ ،99% ቟ቐ اᆁᅬۯܽ ب.

.(overfitting) اਛਗ۽ޭط اހۇܨ޾ں޴ ގޓ ቟ሐٰٔڑ اࣇ࣢ࣳߵذج ج.
.100% ቟ቐ (Precision) اᆁᅬۯܽ د.

اހྟັح
ߌںݪߵن ௠௑ٔގًٔ. (minority class) اਦਞۯކںܽ ۰ڷܽ อ༆ܾٔݺ ኢና إذا اਛਗۇߵازڛܽ ୸୐ཧ اਦਞގٔن ੐അٔڛٔت ቟ሺ ٔணட ๨๐ٰގ ਣਞ (accuracy) اހٰٔހںܽ اᆁᅬۯܽ

.0% (Recall) اਣਞߌۇཬۛٔء
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(2/3) ڞۼںࢤࢿ :4 ဋྜاހۼ

2 اހߗߪال
౺ದ಼ٔح؟ اݘ࿲ߚ۰ٔ݀ٔ ኢና ๮๓اހ اހ۽ٰކںܽ ጺጴ݀ܭޑٔت ڑܽ اਛਗڷߵ اހ࿯ߗہܽ ௠௄ۉݺ ގۼںٔس أي

.(Precision) اᆁᅬۯܽ أ.
.(Recall) اਣਞߌۇཬۛٔء ب.
.(Accuracy) اᆁᅬۯܽ ج.

.(Mean Squared Error) ا઒࡚ߧٗ ੳંژ٢ ގۇߵߌߡ د.
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

اਢਞིٔژܽ - (2/3) ڞۼںࢤࢿ :4 ဋྜاހۼ

2 اހߗߪال
౺ದ಼ٔح؟ اݘ࿲ߚ۰ٔ݀ٔ ኢና ๮๓اހ اހ۽ٰކںܽ ጺጴ݀ܭޑٔت ڑܽ اਛਗڷߵ اހ࿯ߗہܽ ௠௄ۉݺ ގۼںٔس أي

.(Precision) اᆁᅬۯܽ أ.
(3) .(Recall) اਣਞߌۇཬۛٔء ب.

.(Accuracy) اᆁᅬۯܽ ج.
.(Mean Squared Error) ا઒࡚ߧٗ ੳંژ٢ ގۇߵߌߡ د.

اހྟັح
اࣇ࣢ࣳߵذج. ژߵاߌߧܽ اߌ୸ଢ଼دادܾٔ ኢና ๮๓اހ (اணடܭޑٔت) ᅺᅲاހ޾ ذات اਣਞٔઓ࡚ت ฆ෯ء (sensitivity) اઓ࡚ߗٔߌںܽ أو (Recall) اਣਞߌۇཬۛٔء ڑۼ࿥߁
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(3/3) ڞۼںࢤࢿ :4 ဋྜاހۼ

3 اހߗߪال
ཬٔدة؟ً ษ໹ۛث ᇔᆸٔذا ،(2 .0 ቙ቌإ 5 .0 ގޓ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) ౤ᎈጴ޾ۄۥ (decision threshold) اހۼޭار ٩ۇہܽ ศༀ۽޲ ᇔᆷٵ إذا

أڑً޼ٔ. (False Positives) ا઒࡚ٔߤڷܽ ا੐അٔอ໹ਢਞٔت ࠦࡀداد وހـݪޓ ،(Recall) اਣਞߌۇཬۛٔء ࠙ࡀداد أ.
اਣਞߌۇཬۛٔء. و࠙ࡀداد ،(Precision) اᆁᅬۯܽ ࠦࡀداد ب.
ا઒࡚ٔߤڷܽ. ا੐അٔอ໹ਢਞٔت وڞۼݺ اਣਞߌۇཬۛٔء، ಷದ౳۽޲ ج.

اހٰޑݺ. ٩ޓ اࣇ࣢ࣳߵذج ੝೾ߵۯۥ د.
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

اਢਞིٔژܽ - (3/3) ڞۼںࢤࢿ :4 ဋྜاހۼ

3 اހߗߪال
ཬٔدة؟ً ษ໹ۛث ᇔᆸٔذا ،(2 .0 ቙ቌإ 5 .0 ގޓ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) ౤ᎈጴ޾ۄۥ (decision threshold) اހۼޭار ٩ۇہܽ ศༀ۽޲ ᇔᆷٵ إذا

(3) أڑً޼ٔ. (False Positives) ا઒࡚ٔߤڷܽ ا੐അٔอ໹ਢਞٔت ࠦࡀداد وހـݪޓ ،(Recall) اਣਞߌۇཬۛٔء ࠙ࡀداد أ.
اਣਞߌۇཬۛٔء. و࠙ࡀداد ،(Precision) اᆁᅬۯܽ ࠦࡀداد ب.
ا઒࡚ٔߤڷܽ. ا੐അٔอ໹ਢਞٔت وڞۼݺ اਣਞߌۇཬۛٔء، ಷದ౳۽޲ ج.

اހٰޑݺ. ٩ޓ اࣇ࣢ࣳߵذج ੝೾ߵۯۥ د.

اހྟັح
ގޓ णँޫਛਗا ৓ৈཬ أڑً޼ٔ ౐ཬౕގܽ ڑ޼٢ وހـݪۄܹ (৓ৈཬأ (اߌۇཬۛٔء اணடܭޑٔت ގޓ णँޫਛਗا ڑݪ࿲ߚۥ ٩ߦޑܽ". "ܜۄߵن ୸ୟأݘ اࣇ࣢ࣳߵذج อ໹ٰݺ اހٰۇہܽ ܗ۽޲

ا઒࡚ٔߤڷܽ). ا੐അٔอ໹ਢਞٔت ގޓ णँޫਛਗا) ޷ٔرة ٔጨዮأ ৓ৈཬ اਲਭੂںۛة اހٰۄٔྩັ
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

ڑٔت اస఼ాۇߵ
(DL) اހٰޑںޞ واހۇٰࠇࠋ (ML) ᅺᅬਧਞا وڞٰࠇࠋ (AI) ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء 1

اਦਞߌٔߌںܽ (ML) ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ٔذج 2

ا࿥ྐྵภฏߗںܽ (ML) ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ٔذج ཬٔڎ౐ౕت 3

ౘፀጴގޓ اހۇۼںࢤࢿ ގۼ࿥ྼٔ߁ 4

቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ (ML) ᅺᅬਧਞا ڞٰࠇࠋ ษ༆ۛڑٔت 5

৙ৈᇔᆳ ގྟັوع 6
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(Imbalanced Data) اਛਗۇߵازڛܽ ୸୐ཧ اހہںٔڛٔت

.ᅺᅬݘߗߵ اࣇ࣢ࣳٔذج ڞ޾ہ܇ ڛٔدرة. اணடܭߵم ੐അٔڛٔت
.(SMOTE (Synthetic Minority Over-sampling Technique)) اਣਞ޹ߧۄ٩ٔںܽ اਦਞۯކںܽ ٩ںۄٔت ڑٔدة ز ڞۼۄںܽ اய஭னظ܂۫: ۫਄اߋ

1 from imblearn.over_sampling import SMOTE
2 # 1. Imbalanced Dataset (99 Benign, 1 Attack)
3 X = [[1.0, 2.0]] * 99 + [[9.0, 9.0]] * 1
4 y = [0] * 99 + [1] * 1
5
6 # 2. Apply SMOTE
7 smote = SMOTE(k_neighbors=1)
8 X_res, y_res = smote.fit_resample(X, y)
9 # Result: Classes are now balanced (99 vs 99)
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

I اਛਗ޼ٔدة واணடܭޑٔت اอ༃ਣਞޭاف، ،୸୐ߚ۽࿲اހ

ގߚ۽ޭة. اਛਗޭور ᅛᄷจ෫ ގޓ 90% اހߦ౐ౕم") ቙ቌإ ("اހۇܩߵل :(Encryption) ૩ુ݋ٮལ۱ا
(metadata) اހߵ޹۽ںܽ اހہںٔڛٔت ژٔߌۇཾۛام (Encrypted Traffic Analysis - ETA) اਛਗߚ۽ޭة اਛਗޭور ᅛᄷจ෫ ษ༆ކںݺ ا௱௯௫ٺ݄ܭ: اࠍ੆ܭ

.(payload) ᅺᅬੂߵਲਭا ގޓ ً ਣਞणई اઓ࡚ޫم وأત်ٔم اހۇߵۯںٵ ގۉݺ
اઓ࡚ޫم. أߤߵال ଺଩ކߗݺ

اઓ࡚ޫم). ෡ෆژ اਛਗߪۯٵ (اހۇߵۯۥ :(inter-arrival times) اހߵ޹ߵل ෡ෆژ ގٔ أوۯٔت
اਛਗٰޭو޷ܽ. (cipher suites) ୸୐ߚ۽࿲اހ ܽཿأܜۄ أي ،(handshake) ܽઓઉٔ޾ਛਗا أ௠௎ٔط
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

II اਛਗ޼ٔدة واணடܭޑٔت اอ༃ਣਞޭاف، ،୸୐ߚ۽࿲اހ
اणँۛગ࡚ة). (ransomware) اހ۽ۛڑܽ པႃࠠࡂا ގۇ୸୐٫ات (ގۉݺ اހߵۯٵ ௠ோޭور اணடܭߵم أ௠௎ٔط ୸୐٫੝ഋ :(Concept Drift) اঌঈٮڱݦم اක๴ܞاف

.ܽ௠௄ۛۯ ܽ௠௄ۛاހۼ اހۼޭار ཮ۛود ڞ޾ہ܇ ጺጴۇݪۇںჱ჊ت، ෡ෆᇔᇆٔ݀ਛਗا ୸୐ڞ٫ں ގ٢ اਛਗ۽݀ߵم، اษ༃ޭاف :წ჊ߏ
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

III اਛਗ޼ٔدة واணடܭޑٔت اอ༃ਣਞޭاف، ،୸୐ߚ۽࿲اހ

.(continuous retraining) اਛਗߗۇޑޭ ഫ೾اހۇۛر إཬٔدة ا௱௯௫ٺ݄ܭ: اࠍ੆ܭ
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

IV اਛਗ޼ٔدة واணடܭޑٔت اอ༃ਣਞޭاف، ،୸୐ߚ۽࿲اހ

اࣇ࣢ࣳߵذج. ઒࡚ۛاع ޷ߵ޷ٔء إ޷۰ٔܽ :(Adversarial Examples) اঌঈܭׅدة ძუۿغগএا
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

V اਛਗ޼ٔدة واணடܭޑٔت اอ༃ਣਞޭاف، ،୸୐ߚ۽࿲اހ

.(Adversarial Attacks) اਛਗ޼ٔدة اணடܭޑٔت :წ჊ߏ
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(Explainable AI - XAI) ୸୐ۇ۽ߗጺጴ اހۼٔژݺ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء

࿥ྐྵޭጺጴ߁ ᇔ஧஥ߵل ᇔᆟہںߵࠦࡂ ษༀߦޭ اਲਭੂٔڑܽ ིۛار ۯٔم إذا .(black boxes) ߌߵداء" "޹ۄٔدڑޞ ቟ቐ (Deep Learning) اހٰޑںޞ اހۇٰࠇࠋ ௠௎ٔذج
اހۇ࿯ہںܹ. ގޓ ጺጴۇܩۼޞ اܳފྟص ގ۰ޭٰܽ ቙ቌإ اਦਞގޓ ᎂ፞ษૉ ษ໹ۇٔج ޷ٔر"، 99%" ً ౕ౐ۯٔڎ اހۇۄ۽ںۚي

اਦਞߌߵد". "اހ޾ۄۛوق ௠௎ٔذج ހྟັح (SHAP) ڑܽ ୸୐اހۇ۽ߗ ৙ৈߏٔژ ۯࢤࢿ اߌۇཾۛام
1 import shap
2 # Use SHAP to explain a single prediction
3 explainer = shap.Explainer(model)
4 shap_values = explainer(X_test)
5
6 # Visualization tells analyst which feature caused the alert
7 shap.plots.waterfall(shap_values[0])
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(1/3) ڞۼںࢤࢿ :5 ဋྜاހۼ

1 اހߗߪال
(SMOTE)؟ اਣਞ޹ߧۄ٩ٔںܽ اਦਞۯކںܽ ٩ںۄٔت ڑٔدة ز ڞۼۄںܽ ଺ُ଩ۇཾۛم ۰ںޑٔ

اހہںٔڛٔت. ୸୐۽ଽ଩ أ.
اࣇ࣢ࣳߵذج. ࿯࿉ہߪات ྔັح ب.

ا޹ߧۄ٩ٔںܽ. أۯކںܽ ٩ںۄٔت ڞߵހںۛ ڑޞ ߤޭ ٩ޓ اހہںٔڛٔت ᇔ஫஥ߵཬٔت ގߵازڛܽ ج.
.(Concept Drift) اਛਗ۽݀ߵم اษ༃ޭاف ٩ޓ اހـݪߚۥ د.
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

اਢਞིٔژܽ - (1/3) ڞۼںࢤࢿ :5 ဋྜاހۼ

1 اހߗߪال
(SMOTE)؟ اਣਞ޹ߧۄ٩ٔںܽ اਦਞۯކںܽ ٩ںۄٔت ڑٔدة ز ڞۼۄںܽ ଺ُ଩ۇཾۛم ۰ںޑٔ

اހہںٔڛٔت. ୸୐۽ଽ଩ أ.
اࣇ࣢ࣳߵذج. ࿯࿉ہߪات ྔັح ب.

(3) ا޹ߧۄ٩ٔںܽ. أۯކںܽ ٩ںۄٔت ڞߵހںۛ ڑޞ ߤޭ ٩ޓ اހہںٔڛٔت ᇔ஫஥ߵཬٔت ގߵازڛܽ ج.
.(Concept Drift) اਛਗ۽݀ߵم اษ༃ޭاف ٩ޓ اހـݪߚۥ د.

اހྟັح
઀ੳڑ۽ܽ ᅺᅲأގۉ ଽଦٓဠٔء (SMOTE (Synthetic Minority Over-sampling Technique)) اਣਞ޹ߧۄ٩ٔںܽ اਦਞۯކںܽ ٩ںۄٔت ڑٔدة ز ڞۼۄںܽ ڞۼߵم

อ༆ܾٔކ݀ٔ. ގޓ اࣇ࣢ࣳߵذج ਛਗۄ٢ اணடܭޑٔت) (ގۉݺ اਦਞۯކںܽ ހ۽ڷܽ واۯٰںܽ وހـݪޓ
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(2/3) ڞۼںࢤࢿ :5 ဋྜاހۼ

2 اހߗߪال
(payload)؟ ᅺᅬੂߵਲਭا ۯޭاءة ގޓ ൾ൰േݪޓ ኢት إذا (HTTPS) اਛਗߚ۽ޭة اਛਗޭور ᅛᄷจ෫ ቟ሺ اணடܭޑٔت اݘ࿲ߚٔف (ML) ᅺᅬਧਞا ڞٰࠇࠋ ࣇ࣢ࣳٔذج ௠௄ݪޓ ݘںۥ

.ܽᇦᇚٔاހ٫ اހۼߵة ژٔߌۇཾۛام ୸୐ߚ۽࿲اހ ڑݪྜັون أ.
.ܽઓઉٔ޾ਛਗا وأ௠௎ٔط واતਦਞ်ٔم اઓ࡚ޫގܽ ڞߵۯںٵ ގۉݺ (metadata) اހߵ޹۽ںܽ اހہںٔڛٔت ษ໹ކࡇࡗن ب.

.୸୐ߚ۽࿲اހ ޷ۛ اހ۽णࣾٔة ኢኆۛཬ (ML) ᅺᅬਧਞا ڞٰࠇࠋ ذፈጴ؛ ௠௄ݪጨ጗ދ ਣਞ ج.
اਛਗޭور. ܽ౤Ⴢႚ اਛਗߗۇཾۛم ގޓ ڑߧކہߵن د.
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

اਢਞིٔژܽ - (2/3) ڞۼںࢤࢿ :5 ဋྜاހۼ

2 اހߗߪال
(payload)؟ ᅺᅬੂߵਲਭا ۯޭاءة ގޓ ൾ൰േݪޓ ኢት إذا (HTTPS) اਛਗߚ۽ޭة اਛਗޭور ᅛᄷจ෫ ቟ሺ اணடܭޑٔت اݘ࿲ߚٔف (ML) ᅺᅬਧਞا ڞٰࠇࠋ ࣇ࣢ࣳٔذج ௠௄ݪޓ ݘںۥ

.ܽᇦᇚٔاހ٫ اހۼߵة ژٔߌۇཾۛام ୸୐ߚ۽࿲اހ ڑݪྜັون أ.
(3) .ܽઓઉٔ޾ਛਗا وأ௠௎ٔط واતਦਞ်ٔم اઓ࡚ޫގܽ ڞߵۯںٵ ގۉݺ (metadata) اހߵ޹۽ںܽ اހہںٔڛٔت ษ໹ކࡇࡗن ب.

.୸୐ߚ۽࿲اހ ޷ۛ اހ۽णࣾٔة ኢኆۛཬ (ML) ᅺᅬਧਞا ڞٰࠇࠋ ذፈጴ؛ ௠௄ݪጨ጗ދ ਣਞ ج.
اਛਗޭور. ܽ౤Ⴢႚ اਛਗߗۇཾۛم ގޓ ڑߧކہߵن د.

اހྟັح
٩ۄۛގٔ ๨๓ܘ ܽ੐೻ંੳ ڞߦݺ ๮๓اހ اހߵ޹۽ںܽ) (اހہںٔڛٔت (side-channel) ا࿬࿆ٔગ࡚ںܽ اހۼۄٔة ގٰࡇࡗގٔت ৓ৈཬ (ETA) اਛਗߚ۽ޭة اਛਗޭور ᅛᄷจ෫ ษ༆ކںݺ ڑٰۇޑۛ

اస఼ాۇߵى. ୸୐۽ଽ଩ ڑࢱࢿ
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(3/3) ڞۼںࢤࢿ :5 ဋྜاހۼ

3 اހߗߪال
Adversarial)؟ Example) اਛਗ޼ٔد اਛਗۉٔل ܾߵ ގٔ
.(ML) ᅺᅬਧਞا ڞٰࠇࠋ ގݪۇہܽ ቟ሺ ࠠࡂอૉࠃ ܗߧٗ أ.

اࣇ࣢ࣳߵذج. ઒࡚ۛاع ژٰۄٔڑܽ ގ޾ޑޑܽ ژ޼ߵ޷ٔء إد཭ٔل ب.
إ଺ଦٔن. ۯہݺ ގޓ ษวں܇ ୸୐ཧ წ჊ଽଣ ڞ޾࿯ں۽݀ٔ ኢና اހہںٔڛٔت ގޓ ٩ںۄܽ ج.

.จ෪آ ௠௎ߵذج ޷ۛ ࿲ྼۄ۰ٔ߁ ௠௎ߵذج د.
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

اਢਞིٔژܽ - (3/3) ڞۼںࢤࢿ :5 ဋྜاހۼ

3 اހߗߪال
Adversarial)؟ Example) اਛਗ޼ٔد اਛਗۉٔل ܾߵ ގٔ
.(ML) ᅺᅬਧਞا ڞٰࠇࠋ ގݪۇہܽ ቟ሺ ࠠࡂอૉࠃ ܗߧٗ أ.

(3) اࣇ࣢ࣳߵذج. ઒࡚ۛاع ژٰۄٔڑܽ ގ޾ޑޑܽ ژ޼ߵ޷ٔء إد཭ٔل ب.
إ଺ଦٔن. ۯہݺ ގޓ ษวں܇ ୸୐ཧ წ჊ଽଣ ڞ޾࿯ں۽݀ٔ ኢና اހہںٔڛٔت ގޓ ٩ںۄܽ ج.

.จ෪آ ௠௎ߵذج ޷ۛ ࿲ྼۄ۰ٔ߁ ௠௎ߵذج د.

اހྟັح
ߌ࿬ںݺ ৓ৈཬ) ཭ٔߤࠁ ڞ޾࿯ںۥ ހ۽ޭض ܽ੐೻ંੳ ୸୐ཧ (perturbations) ا޷ߧޭاژٔت ژٔߌۇཾۛام ጺጴۄޑߵذج، ڑٔ޷ںܽ ภฏا اઓ࡚ۛود اਛਗ޼ٔدة ᅺᅲގۉਦਞا ଺଩ۇ٫ݺ

ᇔᇂںۛة). ੗ഋۛو اހ޼ٔرة པႃا୸ୗاހ ܜٰݺ اਛਗۉٔل،
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

ڑٔت اస఼ాۇߵ
(DL) اހٰޑںޞ واހۇٰࠇࠋ (ML) ᅺᅬਧਞا وڞٰࠇࠋ (AI) ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء 1

اਦਞߌٔߌںܽ (ML) ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ٔذج 2

ا࿥ྐྵภฏߗںܽ (ML) ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ٔذج ཬٔڎ౐ౕت 3

ౘፀጴގޓ اހۇۼںࢤࢿ ގۼ࿥ྼٔ߁ 4

቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ (ML) ᅺᅬਧਞا ڞٰࠇࠋ ษ༆ۛڑٔت 5

৙ৈᇔᆳ ގྟັوع 6
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ܽ௠௑ٔ઒࡚ا اਛਗྟັوع اހۇཿۛڑٔت اਛਗۼ࿥ྼٔ߁ اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت اހۇٰࠇࠋ ௠௎ٔذج AI, ML, DL ގۼۛގܽ

(Threat Classification) اހणँۛጨጚات ڞ޾࿯ںۥ ᇔᆳݺ ୸୐ߌ اਛਗྟັوع:
.(Random Forest) ܽ੐೻اހٰߚߵا اހ٫ٔژܽ ژٔߌۇཾۛام (NIDS) ᅛᅉߚہጺጴ ᎂ፞ߗ࿲اހ ހـݪߚۥ ଺ଣںߡ ڛߦٔم ࿬࿃ۄٔء ߌۄۼߵم

.ແྑٔߌਦਞا (ML) ᅺᅬਧਞا ڞٰࠇࠋ ᇔᆳݺ ୸୐ߌ :წ჊ߏ
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واހۇۼߗࢤࢿ اހۇܩޑںݺ اਛਗྟັوع: ݘߵد

1 import pandas as pd
2 from sklearn.model_selection import train_test_split
3
4 # 1. Create Data (Features: Packet Size, SYN Count, Duration)
5 data = {
6 'packet_size': [64, 1500, 64, 200, 64, 1500, 500, 64, 1500, 64],
7 'syn_count': [0, 0, 1, 50, 0, 0, 20, 0, 0, 100],
8 'duration': [0.1, 5.2, 0.1, 1.5, 0.2, 10.0, 0.5, 0.1, 8.5, 2.0],
9 'label': [0, 0, 0, 1, 0, 0, 1, 0, 0, 1] # 1 = Attack

10 }
11 X = pd.DataFrame(data).drop('label', axis=1)
12 y = pd.DataFrame(data)['label']
13
14 # 2. Split (Stratify ensures attack ratio is preserved)
15 X_train, X_test, y_train, y_test = train_test_split(
16 X, y, test_size=0.3, random_state=42, stratify=y
17 )
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ഫ೾واހۇۛر اހ޼ہߡ اਛਗྟັوع: ݘߵد

1 from sklearn.ensemble import RandomForestClassifier
2 from sklearn.model_selection import GridSearchCV
3
4 # 3 & 4. Grid Search with Cross-Validation
5 param_grid = {'n_estimators': [10, 50], 'max_depth': [None, 5]}
6
7 grid_search = GridSearchCV(
8 RandomForestClassifier(random_state=42),
9 param_grid,

10 cv=2,
11 scoring='f1' # Optimize for F1
12 )
13 grid_search.fit(X_train, y_train)
14 best_model = grid_search.best_estimator_
15
16 print(f"Best Parameters: {grid_search.best_params_}")
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୸୐واހۇ۽ߗ اހۇۼںࢤࢿ اਛਗྟັوع: ݘߵد

1 from sklearn.metrics import classification_report
2 import matplotlib.pyplot as plt
3 import numpy as np
4
5 # 5. Evaluation
6 y_pred = best_model.predict(X_test)
7 print(classification_report(y_test, y_pred, target_names=['Benign', 'Attack']))
8
9 # 6. Feature Importance

10 importances = best_model.feature_importances_
11 indices = np.argsort(importances)[::-1]
12
13 plt.figure(figsize=(8, 4))
14 plt.bar(range(X.shape[1]), importances[indices])
15 plt.xticks(range(X.shape[1]), X.columns[indices])
16 plt.title("Feature Importance"); plt.show()
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ܽ௠௑ٔ઒࡚ا
ގކܨ޴

.(DL) اހٰޑںޞ اހۇٰࠇࠋ ษ໹ۇߵي اᆀᅬي ،(ML) ᅺᅬਧਞا ڞٰࠇࠋ ษ໹ۇߵي (AI) ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء :ᇐᆥܞଔଐا ݈۫۷݈ལ۱ا
ގߗޑٔة، ୸୐ཧ ހہںٔڛٔت (Unsupervised) ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧو ގߗޑٔة، ހہںٔڛٔت (Supervised) ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ا࠸ࡓࡤׅذج:

ژ۰ჱ჊ਛਗٔ٘ت. (RL) اਛਗٰޫز واހۇٰࠇࠋ
ڞۼںࢤࢿ. ޷ہߡ، ،ഫ೾رणऎ .(leakage) اހ࿲ྜັب ހۇܭۄڂ ً ਣਞأو اހہںٔڛٔت ੝അۼߗࢤࢿ ۯދ ا۱ס܂۫: ૩ુܽ

.(Accuracy) اᆁᅬۯܽ ۰ۼߡ وހ࿥߁ ౘፀጴގޓ، (Precision/Recall/F1) إف- 1 وގۼںٔس واਣਞߌۇཬۛٔء اᆁᅬۯܽ اߌۇཾۛم :ܲབ༭ׅ٭ঌঈا
اਛਗ޼ٔدة. واހणँۛጨጚات ،୸୐ߚ۽࿲واހ اਛਗۇߵازڛܽ، ୸୐ཧ اހہںٔڛٔت ގ٢ اހۇٰٔގݺ อ໹ڂ ا۱ظ؂ٌ໰ׅت:

اހۇٔހںܽ ا઒࡚ߧߵات
اਛਗۇۼۛގܽ. ا۰ᆁᅬٔع أڛߦޑܽ ਣਞߌۇݪߚٔف ގߗۇٰۛ ഞഈأ ،৙ৈاހٰޑ اހٰޑݺ ୸୐وߌ اਦਞߌٔس ܾۚا ގ٢
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I واਛਗ޾ߧކཿٔت اఽ఼సۇྮັات
وأ௠௑ۇܽ واਣਞߌۇਣਞۛل ጺጴۇٰࠇࠋ ܽอૉ୸ୗਛਗا اਣਞਧਞت، ቟ሺ اހ࿬ྟັي اჱႚᆀᅬء ჱႚٔษૉة :Artificial Intelligence ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء AI

اހۼޭارات. واศ༆ٔذ اހہںٔڛٔت ހۇཿކںݺ ཭ٔ޹ܽ اਛਗ݀ٔم،
଺଩ޑ܇ ๮๓اހ واਦਞدوات ۛཬاހۼߵا ގޓ ܽཬߵᇔ஫஥ :Application Programming Interface اހۇߧہںۼٔت ܽอૉࠠࡂ واܜ݀ܽ API

اਧਞގۄܽ ୸୐ཧ APIs اހۇߧہںۼٔت ܽอૉࠠࡂ واܜ݀ٔت ڞݪߵن أن ௠௄ݪޓ اހہٰ޲. ٔጪྫྷٰژ ގ٢ ژٔހۇߵا޹ݺ ศૉۇކ۽ܽ ࠠࡂอૉںܽ ހۇߧہںۼٔت
ر࿥ྐྵߗںܽ. vulnerability أގۄںܽ ڡ٫ޭة

Adversarial Tactics, Techniques, and Common ࡼࢂࢆ޾ߵم اހٰٔގܽ ܽ۰ޭٰਛਗوا واހۇۼۄںٔت اހۇݪۇںჱ჊ت ATT&CK
MITRE ގޓ ਛਗٔཬںًٔ إހںܹ اހߵ޹ߵل ௠௄ݪޓ framework ᇔᆳݺ وᏏߤٔر knowledge base ގٰٔرف ۯཬٔۛة :Knowledge

اઓ࡚ۼںࡡࡸ. ኢትٰٔاހ ގޓ ގ౐ౕܘߦٔت ৓ৈཬ ً ਗ਼അٔء ဋྮ઒࡚ا إจ෯اءات ڑ޾ۄۥ
ܽ཮ٔގۇ واހہںٔڛٔت اਦਞڛߦޑܽ أن ڑ޼ޑޓ CIA Triad ڑܹ إ أي ແྜاހ ڡٔހߵث ቟ሺ ແྑٔأߌ ގہۛأ :Availability اހۇߵا۰ޭ Availability

.ٔጨግإހ ིܽٔઓ࡚ا ٩ۄۛ ணடދ اਛਗྮັح ෡ෆߗۇཾۛގ౤ᎈጴ
اހߗںߧޭة ৓ৈཬ ࡼࢂࢇ۽ٔظ attacker اਛਗ݀ٔܜދ ٔጨᖈۛཾۇ଺ଜ ๮๓اހ اਣਞڞ޾ٔل ۯۄٔة :Command and Control ଎଀ཿواހۇ اހۼںٔدة C2

اހہںٔڛٔت. واߌۇܨޭاج ،ંੳواਦਞا وᏏ޹ۛار ୸ଢ଼ᝉศૉق، ڛߦٔم ৓ৈཬ
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II واਛਗ޾ߧކཿٔت اఽ఼సۇྮັات
أو اਦਞܗߧٔء ٩ޓ ጺጴـݪߚۥ ଺଩ۇཾۛم ،୸ୗأݘ ᅺᅲਇয় ގޓ ގߚۇۼܽ اހہںٔڛٔت ގޓ ޹୸୐٫ة ᅺᅲਇয় :Checksum اਣਞܗۇۂري اూ఼సޑߵع Checksum

.integrity اހߗ౐ౕގܽ ᇦᇢٔن ቟ቌٔوژٔހۇ اਦਞ޹ކںܽ، اހہںٔڛٔت ቟ሺ ٔጨያ اਛਗྮັح ୸୐ཧ اހۇ٫ں୸୐ات
ڑܽ اހྜັ اਛਗٰࡇࡗގٔت: ਦਞގޓ اހۉ౐ౕڡܽ اਦਞߌٔߌںܽ اਦਞܾۛاف ௠௄ۉݺ ແྑٔأߌ ๮๐أގ ௠௎ߵذج :CIA Triad ڑܹ إ أي ແྜاހ ڡٔހߵث Triad CIA

.Availability واހۇߵا۰ޭ ،Integrity واހߗ౐ౕގܽ ،Confidentiality

ܽ཮ٔގۇ اઓ࡚ߗٔߌܽ اਛਗٰࡇࡗގٔت أن ڑ޼ޑޓ CIA Triad ڑܹ إ أي ແྜاހ ڡٔހߵث ቟ሺ ແྑٔأߌ ގہۛأ :Confidentiality اހྜັڑܽ Confidentiality
ணடދ. اਛਗྮັح ۰ౘፀጴޭاد ۰ۼߡ

ٔணடᄫᄝჽإ ဋྮ઒࡚ا ৓ৈཬ อ໹ڂ ๮๓اހ ౤ᎈጴޭا཮ݺ ቟ሧاࣇ࣢ࣳߵذ اހ࿲ߗކߗݺ ڑ޾ۥ ௠௎ߵذج :Cyber Kill Chain ቟ሐا୸ୗاހߗں اހۼۇݺ ᅺᅲߌކߗ Chain Kill Cyber
.቟ሐا୸ୗߌں อซߵم ހۇۄ۽ںۚ

ܽ཮ٔގۇ ୸୐ཧ ཭ۛގܽ أو ڛߦٔم ગٰ࡚ݺ ގ޾ޑދ อซߵم :Denial-of-Service (DoS) ا઒࡚ۛގܽ ત်ڂ อซߵم (DoS) Denial-of-Service
ߤކۂت. أو ੳંور ᅛᄷޭษༀ إ٤ંاۯ݀ٔ ڑޞ ߤޭ ٩ޓ ෡ෆاހ٩ັྟں ෡ෆߗۇཾۛގ౤ᎈጴ

أو ᅺᅬٔرߌ وߌ౐ౕގܽ ᅺᅬٔأ޹ ގޓ ጺጴۇܩۼޞ ଺଩ۇཾۛم cryptographic ୸୐۽ଽ଩ ڞۼۄںܽ :Digital Signature اᇔᆷภฏࠃ اހۇߵۯں٢ Signature Digital
ڞ٫ں୸୐ه. ڑࢱࢿ ኢት أڛܹ ᅢᄷڑߪ ٔᇦᇥ رᇔᆷࠃ، ގކۥ
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III واਛਗ޾ߧކཿٔت اఽ఼సۇྮັات
ࠦࡂاۯڂ ๮๓اހ اਦਞގۄںܽ اਦਞدوات ގޓ ۰ڷܽ :Endpoint Detection and Response ܽ੐೻ٔጨ጗اހ اހۄۼٔط واߌۇྃٔژܽ ݘߚۥ EDR

اਛਗۇۼۛގܽ اހणँۛጨጚات ٩ޓ ጺጴـݪߚۥ وا઒࡚ߵادم) ᅺᅬ఼ాޑߵసا اހᇔᆍہںߵࠦࡂ أܜ݀ޫة (ގۉݺ ෡ෆ੐೻ٔጨ጗اހ ෡ෆߗۇཾۛގਛਗا أܜ݀ޫة ژ೰ೢᖹٔޭار
.ٔணட واਣਞߌۇྃٔژܽ

واၗਗݪۇۂت པႃا୸ୗጺጴ ແྑٔاހۼں اਛਗކ۽ٔت ࿯࿉ߗںޞ :Executable and Linkable Format واภฏژߡ ጺጴۇۄ۽ںۚ ۯٔژݺ ࿯࿉ߗںޞ ELF
੐അߵڛݪ߁. ܽጨግ࿬اހߚ اހ࿲ߚ٫ںݺ أڛߦޑܽ وގٰߦދ ހںۄݪ߁ أڛߦޑܽ ৓ৈཬ ጺጴۇۄ۽ںۚ ᅺᅲاހۼٔژ

ٔጨጚ᛹ັྑ ਲਭੂٔڑܽ (ciphertext ގߚ۽ޭ (ڛ޴ ጺጴۼޭاءة ۯٔژݺ ୸୐ཧ ࿯࿉ߗںޞ ቙ቌإ اހہںٔڛٔت ڑݺ ษ༆ߵ ᇔᆳކںܽ :Encryption ୸୐ߚ۽࿲اހ Encryption
ጺጴۼޭاءة. ᅺᅲۯٔژ ੐അٔڛٔت ቙ቌإ ٔጨዱٔدཬᏏو ܾٔ୸୐۽ଽ଩ ހ۽݆ ًٔ཮ٔގ۽ۇ ંੳਦਞا ੝೾ߧކڂ .confidentiality

޷ٔر. أڛܹ ৓ৈཬ ᇔᇂںۛاً ߤہںٰںًٔ ଽଦٔߤًٔ ษวں܇ ୸୐ཧ წ჊ଽଣ ษ໹ۛد ๮๐أގ ڛߦٔم ގޓ ࿯࿉ہںܹ :False Positive ཭ٔߤڷܽ ܽ੐അٔอ໹إ ࿲࿆ںྃܽ Positive False
ጨዤᆁᅬދ ෡ෆۄٔߌہਛਗا ا۰ਦਞޭاد أن ڑ޼ޑޓ ๮๐أގ ۰ޭع :Identity and Access Management واހߵ޹ߵل ڑܽ اணடߵ إدارة IAM

اހۇݪۄߵހߵܜںٔ. ގߵارد ቙ቌإ اހߵ޹ߵل ގޓ اਛਗۄٔߌڂ اਛਗߗۇߵى
أ௠௎ٔط ٩ޓ ษༀۉًٔ اހۄߦٔم أو ᅛᅉاހߚہ أଽଦߧܽ ࠦࡂاۯڂ أގۄںܽ أداة :Intrusion Detection System ᎂ፞ߗ࿲اހ ݘߚۥ ڛߦٔم IDS

.ٔጨ጗٩ ژਢਞٔژ౐ౕغ وڞۼߵم ጺጴߗںٔߌٔت اჱႚٔጨጚᜃت أو ޷ٔرة
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IV واਛਗ޾ߧކཿٔت اఽ఼సۇྮັات
اހہںٔڛٔت، وގߵڡߵۯںܽ دۯܽ ৓ৈཬ اઓ࡚۽ٔظ ৓ৈཬ ఉ௰࠙ࡂ CIA Triad ڑܹ إ أي ແྜاހ ڡٔހߵث ቟ሺ ແྑٔأߌ ގہۛأ :Integrity اހߗ౐ౕގܽ Integrity

إذن. دون ܾٔ୸୐ڞ٫ں ཬۛم ڑ޼ޑޓ ٔᇦᇥ
أو اਛਗކ۽ٔت อ༆ޫڎٔت (ގۉݺ اހہںٔڛٔت ގޓ أฆ෯اء أو ܽ੐೻ٔܜۄ ᅺᅬأد :Indicators of Compromise ا୸ଢ଼཭ਣਞاق ގߪྔັات IOCs

.๮๐أގ จ෪ق ཮ۛوث ቙ቌإ ୸୐ଽ଩ اހۄߧٔۯٔت) أᇦᇗٔء أو IP ૳૗٩ۄٔو
୸ୟأݘ أو ෡ෆཬڛߵ ኢኆۛڞۼ اਛਗߗۇཾۛم ގޓ ੝ഋߧކڂ أގۄںܽ آހںܽ :Multi-Factor Authentication اހٰߵاގݺ ގۇٰۛدة اਛਗ޾ٔدۯܽ MFA

ڛߦٔم. أو ܘߗٔب ቙ቌإ ހࡇࡗ޹ߵل اఽ఼సۇކ۽ܽ اހۇܩۼޞ ٩ߵاގݺ ގޓ
.ATT&CK اڛߦޭ ATT&CK MITRE

཮ݪߵގںܽ ᅺᅬჱႚو :National Institute of Standards and Technology واހۇݪۄߵހߵܜںٔ ୸୐ٰٔڑ౤ᎈጴ ๮๐اހߵߤ ٰۛ݀ਛਗا NIST
.቟ሐا୸ୗاހߗں ౘፀጴގޓ ގߪࠩࡂة ᇔᆳݺ وأߤޭ ୸୐ގٰٔڑ ڞ޼٢ أੳંڑݪںܽ

ً ౕ౐ގ۽޾ ً ౕ౐อ௣ ڑߵ۰ޭ ٔᇦᇥ ،ᅛᅉߏہ ގޓ اਛਗކۇۼߧܽ ࡼࢂࢇޫم اਦਞوހںܽ اހہںٔڛٔت ৓ৈཬ ษ໹ۇߵي ގކۥ :Packet Capture اઓ࡚ޫم اހۇۼٔط PCAP
ጺጴۇཿކںݺ. ᅛᅉاހߚہ ੳંور ᅛᄷޭઓ࡚
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V واਛਗ޾ߧކཿٔت اఽ఼సۇྮັات
اਛਗߗۇཾۛގܽ ጺጴۇۄ۽ںۚ ᅺᅲاހۼٔژ واၗਗݪۇۂت པႃا୸ୗጺጴ ແྑٔاހۼں اਛਗކ۽ٔت ࿯࿉ߗںޞ :Portable Executable اస఼ాޑߵل ጺጴۇۄ۽ںۚ ۯٔژݺ PE

وਗ਼೾ۛوز. ٫ଽ଩ںݺ ڛߦٔم ژߵاߌߧܽ
ጺጴۇߧہںޞ اਛਗ޾ۛري اހـݪߵد ษ༆ކںݺ ᇔᆳކںܽ :Static Application Security Testing ഞഅٔاހۉ اހۇߧہںۼٔت أގٔن اܗۇۂر SAST

۰ٰކںًٔ. اހـݪߵد ٫ଽ଩ںݺ دون أގۄںܽ ڡ٫ޭات ٩ޓ ษༀۉًٔ
ڑࢱࢿ ،encryption ୸୐ߚ۽࿲اހ أو firewall اਲਭੂٔڑܽ ིۛار ގۉݺ ގ޼ٔد، أو ቟ሃٔوۯ إจ෯اء :Security Control ๮๐أގ ޷ٔژߡ Control Security

اਦਞގۄںܽ. اఽ఼సٔߤޭ ڞۼކںݺ أو اݘ࿲ߚٔف أو ހۇܭۄڂ و޷ٰܹ
(ގۉݺ اਦਞގٔن ੐അٔڛٔت ގޓ واߌٰܽ ܽཬޑߵూ఼స ཬٔم ގ޾ߧކ܇ :Security Telemetry ژٰۛ ٩ޓ اਦਞގٔن ੐അٔڛٔت Telemetry Security

واހۇཿކںݺ. ౤ᎈጴޭاۯہܽ اᇔᆷภฏںܽ اހہ࿥ڷܽ أษ༃ٔء ᇔᇆں٢ ގޓ ٰٔ݀ᇔᇆ ڑࢱࢿ ๮๓اހ (ᅛᅉاހߚہ ۰णऎۼٔت اހߗ౐ౕྃت،
ژܹ، ا੗ഋޭਛਗߧܽ واހٰޑކںٔت اހۇݪۄߵހߵܜںٔ ഫഈིٔ ቙ቌإ ఉ௰ંੳي، ڑޞ ޭ۰ :Security Operations Center اਦਞގޓ ᇔᆳކںٔت ఉ௰ંੳ SOC

.ܽ੐ഈا୸ୗاހߗں اހणँۛጨጚات ޷ۛ ގۄߦޑܽ ٩ޓ وا۰ᆁᅬٔع اਛਗߗۇޑޭة اਛਗޭاۯہܽ ٩ޓ ގߗߪول
ގۉݺ اހہںٔڛٔت، ࠦࡀ੐೾ۥ ڑޞ ߤޭ ٩ޓ จ෪آ ৺য়ٔن ศ௦޾ںܽ ا౽ಸ಩ٔل ቟ሺ པႃٔࠠࡂڛ أو ศ௦޴ ۰ںܹ ದ౳಼܇ อซߵم :Spoofing اಸ಩౽ਣਞٔل Spoofing

IP. ٩ۄߵان أو ቟ሐو୸ଢ଼إހـݪ णँࠠࡂ ੳંߌݺ
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VI واਛਗ޾ߧކཿٔت اఽ఼సۇྮັات
࠙ࡂߌކ݀ٔ ๮๓اހ اਣਞߌۇ౐ٰౕގٔت ቟ሺ ژٔހۇ཭ۛݺ ౤ᎈጴ݀ٔܜދ ଺଩ޑ܇ ഫ೾اހߵ ቟ሺ أގۄںܽ ڡ٫ޭة :SQL Injection إل ݘںߵ إس ܘۼޓ Injection SQL

اހہںٔڛٔت. ਣਞߌۇܨޭاج ཧٔހۂً ੐അٔڛٔڞܹ، ۯཬٔۛة ቙ቌإ اހۇߧہںޞ
،Spoofing اಸ಩౽ਣਞٔل أڛߵاع: ߌۇܽ ቙ቌإ ᅺᅲ఼ాۇޑసا اހणँۛጨጚات ڑ޾ۄۥ اހणँۛጨጚات ࣇ࣢ིࣳۚܽ ᇔᆳݺ إߤٔر :STRIDE णँ୸ଢ଼ߌ STRIDE

ا઒࡚ۛގܽ وત်ڂ ،Information Disclosure اਛਗٰࡇࡗގٔت وݘߚۥ ،Repudiation واހۇۄ޾ݺ ،Tampering واހٰہٷ
.Elevation of Privilege اਣਞގۇںٔزات ور٢۰ ،Denial of Service

إଽଦٔء ގۉݺ وਗ਼೾ۛوز، ৓ৈཬ اހۄߦٔم ހ࿯ߚٔط اગ࡚ߵدة ቟ቌٔཬو ً ౕ౐ގ۽޾ ًౕ౐ܭں଺଩ ڞߵ۰ޭ ގٔڑச୿وߌߵ۰ٵ ގޓ أداة :Sysmon ߌ࿥ߗޑߵن Sysmon
.ᅛᅉاހߚہ واڞ޾ਣਞٔت اހٰޑކںٔت

.data integrity اހہںٔڛٔت ހߗ౐ౕގܽ ގۂྔັ णँۛጨዱ وܾߵ ጺጴہںٔڛٔت، ژܹ اਛਗྮັح ୸୐ཧ اހۇٰۛڑݺ :Tampering اހٰہٷ Tampering
اހۄٔߏڷܽ، أو اઓ࡚ٔހںܽ ܽ੐ഈا୸ୗاހߗں اހणँۛጨጚات ܘߵل و੐അٔڛٔت ގٰࡇࡗގٔت :Threat Intelligence اހणँۛጨጚات اߌۇܨۂرات Intelligence Threat

اਦਞގۄںܽ. اހۼޭارات ਢਞرߏٔد ଺଩ۇཾۛم وأߌٔހںጨጔދ، ෡ෆᇔᇆٔ݀ਛਗا ٩ޓ ڞ۽ٔ޹ںݺ ፈጴذ ቟ሺ ٔ௠ோ
أގۄںًٔ. णँۛጨዱاً أو ܘۼںۼںًٔ ޷ٔراً ଽଦٔߤًٔ ษวں܇ წ჊ଽଣ ษ໹ۛد ๮๐أގ ڛߦٔم ގޓ ࿯࿉ہںܹ :True Positive ܘۼںۼںܽ ܽ੐അٔอ໹إ ࿲࿆ںྃܽ Positive True
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VII واਛਗ޾ߧކཿٔت اఽ఼సۇྮັات

اߌۇܨۂرات ቟ሺ ଺ଜۇཾۛم ގ޾ߧކ܇ :Tactics, Techniques, and Procedures واจ෯ਢਞاءات واހۇۼۄںٔت اހۇݪۇںჱ჊ت TTPs
اணடܭߵم. أਗ਼എٔء ဋྮ઒࡚ا وأߌٔހںڂ ߌࡇࡗك ހߵ޹ۥ اހणँۛጨጚات

ڛ޾ߵص ษༀۼޓ ౤ᎈጴ݀ٔܜދ ଺ଜޑ܇ ഫ೾اހߵ ቟ሺ اਦਞގۄںܽ اހۉ٫ޭات ގޓ ڛߵع :Cross-Site Scripting اਛਗߵاۯ٢ ୸ୗཬ اހۄ޾ںܽ ܽอૉ୸ୗاހ XSS
اจ෪ਧਞون. اਛਗߗۇཾۛގߵن ܾܾٔۛٔଽଜ ๮๓اހ ഫ೾اހߵ ޹۽ཿٔت ቟ሺ ޷ٔرة ࠠࡂอૉںܽ
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!଎଀ހـ ً ߏச୿ا
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