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STAGE 1: STAGE 2: STAGE 3: STAGE 4:
INGESTION NORMALIZATION FEATURE EXTRACTION  MODEL TRAINING
(The “Mess”) (The “Standard”) (The “Translation”) (The “Brain”)

)~ LogA 5,;
2] = (Format X) ——
: Log B

3 (Format Y)

—> Login=Fail — [?’ i] .

Concept: Converting
(Format Y) Standardized Text to Math. Neural Network /

JSON Format Machine Learning
% (UTC Time) Model
Concept: All logs now
look the same.
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import pandas as pd
import io

# 1. Simulate raw log data (CSV format)
log_data = """timestamp,source_ip,status_code
2025-08-16 10:00:01,192.168.1.10,200
2025-08-16 10:00:05,192.168.1.10,404
2025-08-16 10:00:10,192.168.1.10,404
2025-08-16 10:00:15,10.0.0.5,200

# 2. Load the data into a DataFrame
df = pd.read_csv(io.StringI0(log_data))
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# 3. FEATURE EXTRACTION
# Logic: Group by IP address, count how many '404' errors appear.

features = df.groupby('source_ip') ['status_code'].apply(
lambda x: (x == 404).sum()
) .reset_index(name='error_count_feature')

print("Data ready for AI Model:")
print(features)

# Output:

# source_ip error_count_feature
#0 10.0.0.5 0
# 1 192.168.1.10 2
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1. TRAINING DATA | 2. MODEL TRAINING | 3. PREDICTION

(Practice Exam with Answer Key) | (Learning the Mapping X to y) (Exam wnth Hldden Answers)
EN;’UT DATA  LABELS (y) v *> NEW UNSEEN
X) ==

@ INPUT
N
7 B

:::) X +y PAIRS :} TRA'NED MODEL PREDICTED

The teacher supplies both the The student learns the rule that The trained model labels an input
questions and the answers. links each input to its label. it has never seen.

[ X = input features; y = correct label; f = the learned mapping from X to y

(y) Sl A1 AL (X) Ol e cpadl rbs :(Supervised Machine Learning) 2| 5 c‘au:\ AV g\’s 553
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1. TRAINING PHASE (BUILDING THE MODEL)

J ( LEARNIN
— | ALGORITHM )

L epe—— ' T8 : o
2. INFERENCE PHASE (USING THE MODEL) e
[ TRAINED | a2y ('PREDICTION |

_MODEL (F) J(&)

TRAINING NEEDS BOTH X AND X = INPUT FEATURES; Y = TRUE LABELS; | |NFERENCE NEEDS ONLY X AND
Y AND CHANGES THE MODEL. F= TRAINED MODEL; Y HAT = PREDICTED LABEL | LEAVES THE MODEL UNCHANGED.

v
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1. FEATURE SPACE (Two Measurements per Sample)

X2, DECISION
R

/www\ 3

2. THE RULE

(How a Prediction is Made)

_TRAINING DRAWS THE INE THAT

T ot e bt B
BEST SEPARATES THE TWO CLASSES._. o

i the mitpl i 0 et ctugy _PREDICTION I JUST ASKING

WHICH SOE A NEW PONT FALS ON._.

+(Classification Boundary) Cuduad) 55 K
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(Classification) Cajuadl : 5.kl
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1. LABELLED SAMPLES | 2. MODEL TRAINING

(Security Events wrlh nmcum) (Learning to Separate Classes)

BENIGN
FFIC

3. PREDICTION

(Assigning a Class to a New Event)

CLASSIFICATION = predicting a discrete cate
Binary:two classes! Muliclss:thee or mos cases |

Ihﬂlwnlhm learns what tells
the classes apart.

(ML) Y b s e ke 1 K

Each training example already
carries its class.

The classifier outputs one
tegory, not a number.
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import numpy as np
from sklearn.linear_model import LogisticRegression

# ——- CLASSIFICATION EXAMPLE: Phishing Detection —---—
# 1. Dataset (Features: [URL Length, Number of '@' symbols])
X_train = np.array([

[15, 01, [22, 0], [18, 0], # Benign samples

[s5, 11, [90, 21, [75, 1] # Phishing samples

OO U kW

n
10 # Labels (0: Benign, 1: Phishing)
11 y_train = np.array([0, 0, 0, 1, 1, 1])

13 # 2. Train Model
14 clf = LogisticRegression()
15 clf.fit(X_train, y_train)

17 # 3. Predict on new data

18 new_email = np.array([[80, 111) # 4 long URL with an '@' symbol

19 prediction = clf.predict(new_email)

20 print(f"Classification Prediction: {prediction[0]} (1=Phishing, O=Benign)")
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1. LINE OF BEST FIT

(The trend the model learns)
Contmuuus Output
(7 Welu

2. RESIDUALS

(How far each point
misses the line)

[The Regression Line|
(Line of Best Fit)

Target (y)

_-Error &
Residuals

Residual = vrtca gap between an observed ......wmnum
the best lne makes the resduas as smalles possibe

Training minimises the total error across all points.

Input (x)

Regression predicts a number, not a category.

LAY S Jas eeShe K2
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1. TRAINING DATA

(Examples with known values)

3. PREDICTION

(Outpu( isa number)

2. MODEL TRAINING
(Leaing tepatten)

Jporvised learning that predicts

Every training example carries [ Reg
a continuous numerical value, not a category

a numeric label.

The trained model outputs
a number for an unseen input
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1 import numpy as np

2 from sklearn.linear_model import LinearRegression

3

4 # —--- REGRESSION EXAMPLE: Risk Scoring —---

5 # 1. Dataset (Feature: [Count of Open Critical Vulnerabilities])
6 X_history = np.array([ [0], [11, [2], [51, [10] 1)
7

8 # Labels (Target Risk Score: 0.0 to 100.0)

9 y_history = np.array([10.0, 25.0, 40.0, 65.0, 95.0])
10

11 # 2. Train Model

12 reg = LinearRegression()

13 reg.fit(X_history, y_history)

14

15 # 3. Predict Risk for a system with 7 open vulnerabilities
16 new_system = np.array([[7]1])
17 predicted_score = reg.predict(new_system)

19 print (f"Regression Prediction (Risk Score): {predicted_score[0]:.2f}")

AN aold
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ﬁ INPUT DATA 2. MODEL PROCESSING @JSTERING/ GROUPING

(No labels, no categories) (Finding structure on its own) (Structure discovered)

Insupervised learning = the model receives data onl

U ly.
with no answer key, and must find patterns by itself ‘The model groups items by similarity
Nobody tells the model what the groups are. e on e o,

led! e L <’3 ah e 44l :(Unsupervised Learning) <31 53 c’aU—'\Jgé M\ K
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(Anomaly Detection) 3

1. NORMAL BEHAVIOR DATA 2. MODEL TRAINING . OUTPUT & ALERTS
(What usual looks like) (Leamli)ng the boundary of (Flagging what does not fit) |,
norma

\ul

A ﬁ@
Aromalous 58
Point  —7

in
(ALERT!) _

Anomaly = a data point that lies far outside the learned normal
distribution; used to catch zero-day attacks and insider threats

“The model i trained on normal behaviour only. Anything far from norma is raised as an alert.

.5}.:\.2” « A Zﬁ
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from sklearn.ensemble import IsolationForest
import numpy as np

# —--- ANOMALY DETECTION: Insider Threat ---
# 1. Training Data (Normal User Behavior: Files per minute)
X_normal = np.array([[5], [6]1, [51, [71, [i10], [81, [511)

# 2. Train Model (contamination=0.01 tells model anomalies are rare)
iso = IsolationForest(contamination=0.01, random_state=42)
10 iso.fit(X_normal)

© OO U W~

12 # 3. Live Data Monitoring
13 # User A (Normal), User B (Data Ezfiltration)
14 X_live = np.array([[6], [1000]11)

16 predictions = iso.predict(X_live)
17 # Output: 1 = Normal, -1 = Anomaly
18 print (f"Predictions: {predictions}")
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(Clustering) G.o;:)\ ! Gl

1. INPUT DATA 2. MODEL TRAINING 3, CLUSTERED OUTPUT
(Unlabeled) (Measuring similarity) (Groups by similarity)

Unlabeled @ Cluster 1 Cluster 2
nlabele \ 0 J

{Dn’cn Points

Clustering = grouping unlabeled points so that items in one group are more alike
than items in different groups; used to sort malware familes and botnet hosts

The input caries no group names at all “The groups emerge from similarity, not from labels.
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«Slewd Oy (HTTPS)

1 from sklearn.cluster import KMeans

2 import numpy as np

3

4 # —--— CLUSTERING: Traffic Categorization —--—

5 # 1. Unlabeled Data (Features: [Packet Size, Destination Port])

6 X_traffic = np.array([

7 (64, 53], [70, 53], [60, 53], # Small packets on Port 53 (DNS)

8 [1500, 443], [1450, 4431, [1500, 443] # Large packets on Port 443 (HTTPS)
9 n

10

11 # 2. Train Model (Find 2 clusters)
12 kmeans = KMeans(n_clusters=2, random_state=42)
13 kmeans.fit(X_traffic)

15 # 3. Analyze Results
16 print (f"Cluster Labels: {kmeans.labels_}")
17 # Ezpected: [0, 0, 0, 1, 1, 1] - distinct groups found.
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KEEP ~95% OF

DIMENSIONALITY
REDUCTION
ALGORITHM (PCA)

L'

ﬁHlGH-DIMENSIONAL DATA 2. MODEL PROCESSING 3. REDUCED-DIMENSIONAL DAm
(Many Features) (Compressing the Data) (Fewer Features)

x ) J L7 “)

T00 MANY FEATURES SLOW PROCESSING | PCA = PRINCIPAL COMPONENT ANALYSIS; PC1, PC2 =
/AND_CANNOT BE PLOTTED. THE TWO NEW AYES THAT CAPTURE THE MOST VARIATION
13 - .
> Lu \Y\ J:La}' : J&m
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FEWER FEATURES KEEP THE PATTERN
/AND DROP THE NOISE.
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from sklearn.decomposition import PCA
import numpy as np

# —-—- DIMENSIONALITY REDUCTION: Log Compression —--—
# 1. High-Dimensional Data (10 samples, 5 features each)
X_logs = np.random.rand(10, 5)

# 2. Apply PCA

# Compress 5 features down to 2 "Principal Components”
10 pca = PCA(n_components=2)

11 X_compressed = pca.fit_transform(X_logs)

©oON Uk W

13 # 3. Result
14 print (f"Compressed Shape: {X_compressed.shape}")
15 print (f"Information Retained: {np.sum(pca.explained_variance_ratio_):.2%}")
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1. HYBRID DATASET 2. MODEL TRAINING 3, IMPROVED DETECTION MODEL
(A Few Known, Many Unknown) (Spreading the Labels) (Unknown Files Now Classified)

(JSMALL LABELED DATA
T (Expensive)

_ >
MA - |
Ut FSEMI-SUPERVISED | 1| |
[ QLL_ALGORTHM )] \ ETECTOR
[ T il

Expert labels are scarce; raw Labeled =  buman sxpet has confirmed A few known bad files teach
files are cheap and plentiful. Unlabeled = cllected but nver anlysed the model to label the rest.
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1 import numpy as np

2 from sklearn.semi_supervised import LabelSpreading

3

4 # —--- SEMI-SUPERVISED EXAMPLE: Malware Label Propagation ---
5 # 1. Dataset (Feature: [File Entropy, File Size])

6 X = np.array([

7 [0.1, 1001, [0.2, 1201, # Cluster A (Likely Benign)

8 [0.9, 9001, [0.8, 9501, # Cluster B (Likely Malware)

9 [0.15, 110], [0.85, 920] # New Files (Unknown)
10 iD)

11 # 2. Labels (0: Benign, 1: Malware, -1: Unknown)
12 y_mixed = np.array([0, 0, 1, 1, -1, -1])

14 # 3. Train Model
15 model = LabelSpreading(kernel='knn', n_neighbors=2)
16 model.fit(X, y_mixed)

18 # 4. Results
19 print (f"Inferred Labels: {model.transduction_}")
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(Reinforcement Learning (R
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1. AGENT (The Learner) p\(.T\ON 9 Bockor A, , 2. ENVIRONMENT

(The Network)
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e points fo a good outcome

),
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The environment answers with a score,
and the agent updates its strategy.
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1 import numpy as np

2 import random

3 # --— RL EXAMPLE: ()-Learning Firewall Agent ---

4 # Actions: 0 = Allow, 1 = Block. State: IP '192.168.1.5'

5 g table = { '192.168.1.5': [0.0, 0.0] }

6

7 def get_reward(action, is_malicious):

8 if is_malicious and action == 1: return +10 # Good: Blocked attack
9 if is_malicious and action == 0: return -50 # Bad: Allowed attack
10 return +5 if action == 0 else -10 # Valid user logic
11

12 # Simulation Loop
13 ip = '192.168.1.5"; is_malicious = True; learning rate = 0.5
14 for episode in range(5):

15 # Choose Action (Ezplore vs Ezploit)

16 action = random.choice([0, 1]) if random.random() < 0.5 else np.argmax(q_table[ip])
17

18 reward = get_reward(action, is_malicious)

19

20 # Update Q-Table

21 old_value = q_table[ip] [action]

22 q_table[ip] [action] = old_value + (learning_rate * reward)

23 print(f"Ep {episode+1}: Action {action} -> Reward {reward}")




1. DATA COLLECTION
(GATHER LABELED RECORDS)

2. DATA PREPROCESSING
(CLEAN THE DATA)

3. FEATURE ENGINEERING
(CREATE USEFUL COLUMNS)

4. SPLIT DATA
(LOCK AWAY THE TEST SET)

7 PACKET SizE

\» CONNECTION TRAINING SET TESTING SET
RURATION (80%) (20%)

5. MODEL SELECTION 6. MODEL TRAINING 7. MODEL EVALUATION 8. HV}ERPARAMHER 9. DEPLOYMENT
(CHOOSE AN ALGORITHM) | | (LEARN THE PATTERNS) (TEST ON UNSEEN DATA) +  TUNING (RUN ON LIVE TRAFFIC)
| TRANNG SET - TesTwaser e DALS)

TEPS 1-4 PREPARE THE DATA; STEPS 5-9 BUILD
PREPARING THE DATA: OLLECT, CLEAN, ENGINEER, THEN SPLT. | “AND U5 T MODEL SPUT BEFORE SCAUNG OF | BULDING THE MODEL: CHOOSE, TRAW, EVALUATE,
e e THE TEST SET LEAKS INTO TRAINING TUNE, DEPLOY.
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import pandas as pd
from sklearn.model_selection import train_test_split

# 1. Data Collection (Mock Dataset)
data = {
'duration': [0.1, 5.2, 0.2, 12.0, 0.1, 0.5, 4.5, 1.2, 0.1, 3.0],
'src_bytes': [64, 5000, 128, 9000, 64, 256, 4500, 500, 64, 60001,
'dst_bytes': [1000, 0, 500, 0, 800, 1200, 0, 300, 950, 0],
'label': o, 1, o, 1, 0, 0, 1, 0, 0, 11 # 0: Benign, 1: Malicious
s
df = pd.DataFrame(data)

# 2. Data Splitting
X = df.drop('label’, axis=1); y = df['label']

# stratify=y ensures both sets maintain the same ratio of attacks
X_train, X_test, y_train, y_test = train_test_split(

X, y, test_size=0.2, random_state=42, stratify=y
)




bl Je L (scalers) ! 4s:ds :(Preprocessing) di..ll idlall, (Feature Engineering) <l dwtis
+(training data) . 5!

1 from sklearn.preprocessing import StandardScaler

2

3 # 3. Feature Engineering (Apply to both)

4 X_train['bytes_per_sec'] = X_train['src_bytes'] / (X_train['duration'] + 0.01)
5 X_test['bytes_per_sec'] = X_test['src_bytes'] / (X_test['duration'] + 0.01)
6

7 # 4. Data Preprocessing (Scaling)

8 scaler = StandardScaler()

9

10 # CRITICAL: Fit scaler ONLY on Training data

11 X_train_scaled = scaler.fit_transform(X_train)

12

13 # Transform Test data using learned parameters

14 X_test_scaled = scaler.transform(X_test)
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Jolall sl S'Jé;“‘ :(Hyperparameter Tuning) a&W! <l Ly (Model Selection) C.S)E\JL_‘:;\
+(training set) . 4l &, o (Cross-Validation)

from sklearn.ensemble import RandomForestClassifier
from sklearn.model_selection import GridSearchCV

# 5. Model Selection
rf = RandomForestClassifier(random_state=42)

# 6. Hyperparameter Tuning (Cross-Validation)

param_grid = {'n_estimators': [10, 501, 'max_depth': [3, 5]}
grid_search = GridSearchCV(rf, param_grid, cv=2, scoring='f1')
grid_search.fit(X_train_scaled, y_train)

# 7. Model Training (Automatic via GridSearchCV)
best_model = grid_search.best_estimator_
print (f"Best Parameters: {grid_search.best_params_}")
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adll (test set) Hls Yl ac & ke f_.:iﬂb V'; :(Deployment) =dl, (Evaluation) fpﬁﬂ\

from sklearn.metrics import classification_report

# 8. Model Evaluation
y_pred = best_model.predict(X_test_scaled)
print(classification_report(y_test, y_pred, target_names=['Benign', 'Malicious']))

# 9. Deployment (Simulation)
def analyze_packet(duration, src_bytes, dst_bytes):
live_data = pd.DataFrame([[duration, src_bytes, dst_bytesl],
columns=['duration', 'src_bytes', 'dst_bytes'])
live_datal['bytes_per_sec'] = live_datal['src_bytes'] / (live_datal['duration'] + 0.01)
live_scaled = scaler.transform(live_data)
return "ALERT" if best_model.predict(live_scaled)[0] == 1 else "Benign"

print (analyze_packet(15.0, 10000, 0))
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(o I

(Logistic Regression)  zuo- )l jla2Y|

+(sigmoid function) . «l> plasl, OVl V1 i Cadoas 40yl 5

CLASS 1 (MALICIOUS)

5N

CLASS O (BENIGN)

* DECISION
"""""" THRESHOLD
(P=05)

PROBABILITY (P)
o

0 5 ,
i 0

INPUT (2) [l iin,

Below the threshold the model predicts hgmgn. Above the threshold the model predicts malicious.

«(Logistic Regression Sigmoid)  zuer Ul jludMW adl gzl :ﬁ.’u

from sklearn.linear_model import LogisticRegression
clf = LogisticRegression()
clf .fit(X_train, y_train) # Train

=3 ole
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(Support Vector Machines (SVM)) 4| &gl NI

oo 645? dl otdl gy (margin) zsW) oy (hyperplane) Li‘\é Csms IE

/N 1. CLASS 0 (Benign Traffic) ==
SUPPORT -7

-~ MARGIN
-7 (Widest Empty Street)

SUPPORT/‘ \ ** * ***

VECTORS - Y
2. CLASS 1 (Malicious Traffic)
7 [SVM = SUPPORT VECTOR MACHINE; SUPPORT
VECTORS = THE CLOSEST POINTS, THE ONLY
ONES THAT FIX THE BOUNDARY

_BENIGN POINTS FAR FROM THE LINE DO NOT MOVE IT._.

_SVM PICKS THE LINE THAT KEEPS
THE MARGIN AS WIDE AS POSSIBLE ..

e gl ] palbl (SVM) 281 Ol ol 7 K

from sklearn.svm import SVC
clf = SVC(kernel='linear', C=1.0)
clf.fit(X_train, y_train)
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.QL:A\J\ Lbd| o8 f@s :(Decision Trees) 3! Jléi
< (overfitting) L il ja.asdll 45 o

LRI Jee mild sue g :(Ensembles) 4,..5&1 Cslz:’\ C/’m
o)) 5i-<) (XGBoost 5 (Random Forest) 4,24l et
SB;HCQ:’ m

NO
3. LEAF NODES (THE PREDICTION)

7
BENIGN freiy
i

§
DECISION é—

G ONE PATH

from sklearn.ensemble import RandomForestClassifier
from xgboost import XGBClassifier

rf_model = RandomForestClassifier(n_estimators=100)
rf_model.fit(X_train, y_train)
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Neural Networks (NNs)) duas! B2

1. INPUT LAYER
(Raw Features In)

2. HIDDEN LAYERS 3. QUTPUT LAYER
(Weighted Connections Learn) (Prediction Out)

‘ PREDICTION

INPUT FEATURES|
(o3, Packet Sae,

(Malicious / Benign)
> DATA FLOW (Forward Puss) —— — >
‘Girce = neuron; Line = weighted connes Tr d weight

N~ Nl Nework, iy il the pre s snal

+(Feed-Forward Neural Network) 4| Ll Laas B2 K2

import torch.nn as nn
# Input: 10 features -> Hidden: 6/ neurons -> Output: 2 classes
model = nn.Sequential(nn.Linear(10, 64), nn.ReLU(), nn.Linear(64, 2))
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(Convolutional Neural Networks (CNNs)) 43LaV| el 2

(el SO T 5L 2L e o) e LT e ol 2] (filters) Sl pasend

1. INPUT GRID 2. FILTER 3. FEATURE MAP
(Malware Binary as an Image) | (The Sliding Kernel) (Local Patterns Detected)

SUIING (Conoing) STEP BY STEP %
(Cometerg) T
of1f{1]ofo]o
91§y P s 0 )4 g0
1{ef1]1]ofo 4ol
1fefa]a]s]o Sl icad] 2
4 | 5[0 | S | ( P STRONG MATCH
@ % (Fattm o o)
1{1fofofs]s -\
TEXTURE OF MALICIOUS CODE

‘CNN = Convolutional Neural Network; Kernel
The same small filter scans | Y = Conluionl Newl Networi Kervel = | igh scores mark where

every position of the input. map = one score per position a local pattern was found.

+(CNN) 23l dadl K20 Ol ;K8

# 1D Conv Layer for sequence data (e.g., packet bytes)
conv_layer = nn.Convid(in_channels=1, out_channels=16, kernel_size=3)
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© [m)
r 1 t

é; é"’@

=

g}fﬁy\ Aol Blay o) SULIN e sum ;\J'a,-i L) (Attention) "sLiY!" fm {[3] (Transformers) <Y gt

+((phishing)
1. ENCODER (Reading the Input) 2. DECODER (writing the Output)

. u}

sosmous

‘CONTEXT VECTORS .nuDﬂT
| ) (o i)

Mt ) o (0T o
A N (shfted right)
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+dall (Bag-of-Words) L&) 42 1l '(‘Ej Al ol o2

1 from sklearn.feature_extraction.text import CountVectorizer

2 import pandas as pd

3

4 # 1. Raw Data (Email Subjects)

5 emails = ["Urgent: Update password", "Meeting agenda", "Win free iPhone"]
6

7 # 2. Transform to Numbers

8 vectorizer = CountVectorizer(stop_words='english')

9 X = vectorizer.fit_transform(emails)

10

11 # 3. Result

12 print (pd.DataFrame(X.toarray(), columns=vectorizer.get_feature_names_out()))
13 # Columns: 'urgent', 'win', 'meeting’'... Values: 1 or O

2026 42518
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Feature Engineering) <1l 4us

(e 2 W 5l i\,) &1zl LS :(Entropy) l,..}jd:)ﬂ .'r,;\ P C\Jsv:.w\ :(Temporal) @M

1 # Temporal Ezample

2 df ['timestamp'] = pd.to_datetime(df['timestamp'])

3 df ['hour'] = df['timestamp'].dt.hour # Attackers often work at night

4

5 # Entropy Ezample (Malware Detection)

6 from scipy.stats import entropy

7 def calc_entropy(data):

8 probs = [count / len(data) for count in collections.Counter(data).values()]
9 return entropy(probs, base=2)

10 # High Entropy = Encrypted/Packed Malware

9
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(Data Normalization) <UL G.Ja:

oS {.Bf}/\ o Y & (1-0) S ite Bl J) (feature scaling) <\yl! f:";

1 from sklearn.preprocessing import MinMaxScaler

2 import pandas as pd

3

4 # Unscaled: 'Bytes' (10000) dominates 'Hour' (23)

5 df = pd.DataFrame({'bytes': [10000], 'hour': [23]})

6

7 # Apply Scaling

8 scaler = MinMaxScaler()

9 df __scaled = pd.DataFrame(scaler.fit_transform(df), columns=df.columns)
10 # Result: Both features are now between 0.0 and 1.0

9
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1. CLASSICAL ML
(o s Ergoceieg)
=

RAW DATA & o
ol e menx, T
sonton

L

ouTPuT
(pc B

medl Gscorerspattans.
ot of ety

G Pt

«(Feature Engineering vs. Representation Learning) |.:?! gu: Mlae 3yl Ol dws :"K,l

import torch.nn as nn

# Learn a vector of size 3 for every API call automatically
embedding_layer = nn.Embedding(num_embeddings=10, embedding_dim=3)
learned_features = embedding_layer(raw_sequence)

W=
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from sklearn.metrics import classification_report, confusion_matrix

import numpy as np

# 1. Ground Truth (Most are Benign/0)
y_true = np.array([0, O, O, 0, 0, 0, 0, 1, 1, 11)

# 2. Model Predictions
y_pred = np.array([0, 0, 0, 0, 0, O, 1, 1, 1, 01)

# 3. Evaluation

print("Confusion Matrix:\n", confusion_matrix(y_true, y_pred))
print(classification_report(y_true, y_pred, target_names=['Benign'

# Precision (Attack) = 0.67 (2 real out of 3 alerts)

# Recall (Attack) = 0.67 (Caught 2 out of 3 attacks)




A(MAE) Gllal) Lol Lo o 3571 5,680 sllas W) (MSE) Lakl o Jarsie il #(Regression) ,laY!

from sklearn.metrics import mean_squared_error
mse = mean_squared_error(y_true, y_pred) # High if outliers exist

(1 4} 1-) {81 Juab (Silhouette Score) Jlall |olas ud :(Clustering) G.qd\

from sklearn.metrics import silhouette_score
score = silhouette_score(X_features, labels) # Closer to 1 is better
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(Threshold Tuning) 4za)| b

+(Recall) clcazYly (Precision) B! o (decision boundary) ,1,d) sy Lo 5
+((threat hunting) Olydd) doo/alidl 0t Olas) Jle slodal 1(2.0<) Ladses 2z @
(Y B 3l s :(9.0<) e iz @

# Scenario A: Paranoid Mode (Catch everything)
y_pred_paranoid = (y_proba > 0.3).astype(int)

# Scenario B: Conservative Mode (Avoid false alarms)
y_pred_safe = (y_proba > 0.8).astype(int)
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+(SMOTE (Synthetic Minority Over-sampling Technique)) islboY 2\.}5%}/\ Sle 83l s : Jesd! 4

from imblearn.over_sampling import SMOTE

# 1. Imbalanced Dataset (99 Benign, 1 Attack)
X = [[1.0, 2.0]] * 99 + [[9.0, 9.0]1] * 1

y = [0] = 99 + [1] * 1

# 2. Apply SMOTE

smote = SMOTE(k_neighbors=1)

X_res, y_res = smote.fit_resample(X, y)

# Result: Classes are now balanced (99 vs 99)

OO0 O U W

9
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« (84 (ransomware) .4\ i\j Sl o) S8y € pqg%\ LL&TJQ;»:: :(Concept Drift) pyl\ PP

1. MONTH 1

(Boundary Fits the Data)

BENIGN. © 5
A\
OOO \\\\‘&
O

5@* 7 MALICIOUS
PR
ﬁ‘ﬁ‘#"*

FEATURE 2

2. MONTH 2

(Concept Drift)

FEATURE 1

. . BLUE CIRCLES » BENIGN TRAFFIC; RED
A trained model is a snapshot of the STARS = MALICIOUS TRAFFIC; S0LID
LINE = BOUNDARY LEARNED IN MONTH 1

past: the line fits the data it saw.

When attacks move, the frozen boundary
misclassifies them: retrain continuously.

58 A0l 1A 3y et (S el i e cpsgdl) 121 S




Sl
00008800 00

T 35Lall lambly <21 21 ¢ izl

+(continuous retraining) joll Cyydl S5l : fa) B\ @

96 /73 2026 42518



Sl
0000000000 000

IV 5oball Slaably c 3231 ¢ st

.CS)J:’\ C\.& el g0 L] :(Adversarial Examples) sslall 'ahe%ﬂ o

2026 42518
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V asbiall Slambly el 231 ¢ patd)

1. IMAGE ATTACK (The Famous Panda):

@/
f PANDA i INVISIBLE NOISE
(57.7% CONFIDENCE) (TINY PIXEL CHANGES)

(Y

MALWARE PADDED BYTES BENIGN _
M (ALLOWED THROUGH)

ADVERSARIAL EXAMPLE = AN INPUT CRAFTED SO A TINY CHANGE
PUSHES IT ACROSS THE DECISION BOUNDARY

THE CHANGE IS INVISIBLE TO A HUMAN BUT FLIPS THE MODEL'S  THE SAME IDEA LETS MALWARE SLIP PAST A CLASSIFIER WITHOUT
T ANSWER WITH HIGH CONFIDENCE. CHANGING WHAT IT DOES.

.(Adversarial Attacks) solall Olasd! :‘){.2
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(Explainable Al - XAl) il J £llasY K

SN ds# a8 2 Al s rlS 13 +(black boxes) "¢lssw 33lue" (# (Deep Learning) .esl é.-d\ CSL&
) o gl ) B e ) oY) e i s 99%" 6 (i
e Gyl 23U 2 (SHAP) %) M2 o5 plosed
import shap
# Use SHAP to ezplain a single prediction

explainer = shap.Explainer(model)
shap_values = explainer(X_test)

# Visualization tells analyst which feature caused the alert
shap.plots.waterfall (shap_values[0])
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(Threat Classification) Olyadl Cadoas & g 55 Al

+(Random Forest) 43,24l 4l (\Jéc.«b. (NIDS) K2l Yl oS Lo VLBJ el p s

1. DATA LOADING
(READ THE FLOWS)

packet_size | syn_count | label i
- - - 74

DATAFRAME

o]

el

[ . DATA SPLITTING ‘
(HOLD SOME BACK)

$70% 30A,
TRAIN i TESTJ

3. MODEL SELECTION

(RANDOM FOREST + CROSS-VALIDATION)

"
‘g‘gf) |

o ¥ 2-FolD Cv
S K

| !
R
syn_count  duration packet size

RANDOM FOREST
(KEEP cuxss RATIOS)
—
6. FEATURE IMPORTANCE 5. TRAINING & EVALUATION 4. HYPERPARAMF.TF.R TUNING
(WHAT MATTERED?) (SCORE ON TEST SET) (GRIDSEARCHCV)
& max depth

STEPS 1 TO 3: PREPARE THE DATA AND PICK A
MODEL WITHOUT EVER TOUCHING THE TEST SET.

LEGEND
LEGEND: BLUE = DATA THE MODEL LEARNS FROM;
RED = DATA HELD BACK FOR HONEST TESTING;
GREEN = MODEL CHOICES.

n. estlmalars-r
\ G a BEST MODEL

STEPS 4 T0 6: TUNE, SCORE ONCE ON THE
TEST SET, THEN EXPLAIN WHICH FEATURES
DROVE THE VERDICT.
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import pandas as pd
from sklearn.model_selection import train_test_split

# 1. Create Data (Features: Packet Size, SYN Count, Duration)

data = {
'packet_size': [64, 1500, 64, 200, 64, 1500, 500, 64, 1500, 64],
'syn_count': [0, O, 1, 50, 0, O, 20, O, O, 1001,
'duration': [0.1, 5.2, 0.1, 1.5, 0.2, 10.0, 0.5, 0.1, 8.5, 2.0],
'label': [0, O, O, 1, O, O, 1, O, O, 1] # 1 = Attack

X = pd.DataFrame(data).drop('label’, axis=1)
pd.DataFrame(data) ['label']

<
n

# 2. Split (Stratify ensures attack ratio is preserved)
X_train, X_test, y_train, y_test = train_test_split(
X, y, test_size=0.3, random_state=42, stratify=y
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from sklearn.ensemble import RandomForestClassifier
from sklearn.model_selection import GridSearchCV

# 3 & 4. Grid Search with Cross-Validation
param_grid = {'n_estimators': [10, 50], 'max_depth': [None, 5]}

grid_search = GridSearchCV(
RandomForestClassifier (random_state=42),
param_grid,
cv=2,
scoring="£f1' # Optimize for F1
)
grid_search.fit(X_train, y_train)
best_model = grid_search.best_estimator_

print (f"Best Parameters: {grid_search.best_params_}")
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from sklearn.metrics import classification_report
import matplotlib.pyplot as plt
import numpy as np

# 5. Evaluation
y_pred = best_model.predict(X_test)
print(classification_report(y_test, y_pred, target_names=['Benign', 'Attack']))

# 6. Feature Importance
importances = best_model.feature_importances_
indices = np.argsort(importances)[::-1]

plt.figure(figsize=(8, 4))
plt.bar(range(X.shape[1]), importances[indices])
plt.xticks(range(X.shape[1]), X.columns[indices])
plt.title("Feature Importance"); plt.show()
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